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' What’s the Issue?

e Some apps want write access by default,
either to the entire application folder/
package, or to individual files therein.

e Some apps and installers won’t work
properly with custom privileges.

e Be wary of installers that ask you for admin
username/password...




' Examples

e Final Cut Pro 3.x!

- Wants write access to license file inside app
e Painter77:

- Wants write access to certain files & folders
e OmniPage Pro X:

- Installer must be run in Classic
- Wants write access to entire app directory

e QuarkXPress 4.11:
- Wants write access to entire app directory
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' Examples

e Virtual PC 6:
- Wants write access to Windows image file
- Non-admin Mac 0S X users can’t print!

e Now Up To Date
- Wants write access to a file in the app package.

¢ Freehand 10
- Wants write access to certain files.




Determine what was installed

e Radmind’s fsdiff command:

- Makes a transcript of everything added or

~ modified, including permissions.
806 Terminal — tcsh (ttypl)

Welcome to Dorwednl

fediff -1 -c zhal ./ = Awardrodmind/clients transcri [J‘I:.TI
r —
806 _ app_painter_7.1.T (&=
FIRIE mli@ 1T e @ 'E.I' Last Saved: 02/21/03 07:08:15 PM

File Path: ~/Desktop/app_painter_7.1.T
JRpolications General fGraphicol /Painter\b7?.1 8755 501 2a -
ARpplications Gereral fGraphical /fPainterib? . 0 Brushes flsers/Authenticatedybllser Librar l.p"'F‘r*E'FerencE=fP'u||
.,"'Flp_:-l id:nti-:-n:a"ﬁchnl'-:lfllr'-:phin-:la"P'-:in'I:cr*"-.bT-‘.1.ft|:-I-:a.H"l.bF'r~-:|-f| les BTSE e aa

SRpolications Gereral fGraphi col Painter\b7 .01 Color \bPrar | les/OrauCand .ce 755 501 20 SAI0aB4ES 1@
JPRpplications Gereral SGraphical Fainteri\b7.1 olor\bProfi les/HKS oo G755 581 20 O36GE46S 1240
.."'Flp_:-l|d:r|t|-:-n=,ﬁ-:mr-:l,'"l3r-:ph|n-:la"P'-zln'tcr*"-.bT-‘.1.ftl:-I-:a.ﬂl'l.bF'r-:fi les/lcon’y 8755 581 S8 1007486496 65
LSRpolications Gereral /Graphl col Paintes\b7 .1 fColor\bProrl | lesfeontsc.co B755 530 S0 CRILEB4ES 1@
MFpplications General fGraphical Painter\b7.1 Lo lor \bProfi lesfopdl g7ss el 20 R6GE46S 1568
Jpplications Gereral fOraphical Painter b7 .00 o ler\BProfi lesfgen_int.ce 8755 5@ 50 GUIEEE4ES 17 4
SRpplications fGeneral fGraphical /Painter\b7 .1 olorbfrofi lesfgen_mon,oc 8755 S0 S0 Sa308E4ES 19

Y = PR
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Determine what was installed

e File Buddy snapshots
Compares system state before/after installation

‘Q-Lr.'s.t-.iu-.l- L-.Lt‘.Ll.JL ‘:'?-Lu.bil-l.i-

L2 )
8686 <List of New ltems> ltems: 2,508
9. =8 1«2 . .= o a5 A 7
F_ Painter 7 Created: 12/4/01, 3:22:52 AM
) Application Modified: 12/4/01, 3:22:53 AM
10,498,909 bytes Accessed: 3/18/03, 12:31:57 PM
Where: Mac OS5 X/Applications /Painter 7/
EI lName Crtr | Type Size | Created | Modified | Where £
‘, Painter 5 Final F5¥3  TEXT GEK 2/14/97 GB/25/01 Mac 05 ¥/ Applications/Painter 7/Calor Sets/ L
' Painter ¥ FSX3  AFPL 10MB 12/4/01 12/4/01 Mac 05 X/Applications/FPainter 7/
[ _F' Painter 7 — 1073001 Today Mac 0% ¥/ Applications) O
= Fainter 7 Installer Log File text TEXT 137 K Today Today Mac 05 X/Applications/Painter 7/Install Log/ T
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Determine what was installed

e Pacifist
- Lists contents of package installers.

8606 @ Emailchemy.pkg [UNREGISTERED] =3

w O i

Install Extract To... Get info Mot Authorized

Fackage Install Directory: fApplications

Package requires authentication
Size; 346.2 KB compressed, 475.0 KB uncompressed

Sipe of selected Rles: 16.4 KB

Filename Size Owner  Group Permissions  Mod. Date
¥ o Package Contents 4649.2 KB
_ D5 _5tore 6.0 KE sdoenge staff rwxrwxrwx  L0SL7 /02
v Emailchamy 463.2 KB sdoenge staff drwxna s nvx
B | 0 documentation 208.2 KB sdoenge staff o radrac rwd
B Emailchemy.app 238.6 KB sdoenge staff draxnas rws

B license.txt sdoenge staff =rwxrwxrwx 021303
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' Setting Permissions

e Radmind Transcript Editor

"800

& app_painter_7.1.T =

Painter 7.1 =R Info

o

Type

d
d
a
d
d
a
a
d

g e B

2499 lines
Path

./Applications/General/Graphical/Painter 7.1/Help/wwhelp.t *
.JApplications/General/Graphical/Painter 7.1/Help/wwhelp2
JApplications /General/Graphical /Painter 7.1/Help/wwhelp2
JApplications /General{Graphical /Painter 7.1/lcon E]
./Applications/General/Graphical/Painter 7.1/KodakCM5C
JApplications/General/Graphical/Painter 7.1/License.rtf
JApplications /General/Graphical /Painter 7.1 /Painter 7 Read

.JApplications /General /Graphical /Painter 7.1 /Painter 7.1 —[ |§4

Painter 7.1 B3

’ General ‘ Preview ]

Kind:
Maodified:
Size:
Permissions:
Checksum:

Where:

applefile

1007461373

10501185

0755 Owner: 501 Group: 80
rvmmXccjOBM1YZ26evMIeeqiCMB=

SApplications fGeneral {Graphical /Painter 7.1/
Painter 7.1 —f

( Edit )




Setting Permissions
o XRay ‘"800 P Painter 7

Painter 7

{Applications [Painter 7

S—— Show: Permissions b ]

Write: Search: | dIWXIWXIWX | | chmod 0777

-
&
&

mac (Student Computing Labs) ﬂ

Group: E E E admin [80] _:]
warld: ) ™ ™ Click to Hide Options [&]
Special Mode Bits Root Flags
SetUID: SetGID:  Sticky: Immut.: Append: Archived:
Owner Flags
Immut.: Append: Modump: Opagque: Change

Enclosed. ..
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Setting Permissions
e BatChmod

¥
SEONG BatChmod
o € File... ) /applications /Peak™ DV 3.0|
Ohwner: Group: Everyone:
sdoenges _:] admin ﬂ
R w X R W X R W X
M ¥ M ¥ M O #

Enclosed files and folders

E Apply ownership and privileges I Unlock ( Appl\r ’




Setting Permissions

8o Whao Owms What 1.3

e Who Owns What? - .= .o o oo oo,

Data File sdosnges e 10 108

Top Level Path  Hard Disk X JApplscations Peak ™

| FteDuta | Fu Parh Data

. Repori for User sdoenges

Starting DireCioey b8 Hard Diak Xy TEIEs T

Hard Disk X/Applications  Peak™ DV

o= = W 1 g t adimwin  G1AE May 13 1406 58 7007 DS _Siors
I i pdFmiir 102854 Now |4 y 54 FRE i froem BASY
I 1 [ i i

F _|- ’

P AR
~MAErANT =K I m “ Wl-ﬂll.hil I.I:MH MM'WI.E
raaraat =N | vdoenges Peak ™ OW 1.0 "READ" ML
Pl -n | ||||||-'\...|'.' .'...."'\.. 3 IR 21 i | Eeguiber Peak DY
ASHD Drivers

rwaraar-x | sdoengei addmun May 11 ¥ 1 ASID SoundManager

a I‘r = = == = = ________“ -

Applicatiens) Pe uk™ Dy P k™ D%
Type Peemmissnng Oenar | Group
= Cancel
Owmer Lroup Otheer Owmer sdoenges

‘7 Sead F’ Read = mead Group sdmin El':nr.-e L

'f Wt -\lf Wris T Mar Type APPL

= Show

‘U’:_.HJ” ."".-rla'r U:_._—'_ - Craztar agFn n Firaies
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' Setting Permissions

~e FileXaminer °




Setting Permissions

£ e 0 Painter 7.1 § Info

e Finder’s Get Info v Genera
m Painter 7.1 §

r— Bad news_“ Kind: Application

Size: 10 MB on disk (10,501,091 bytes}
Where: Mac 05
X:Applications:Ceneral:Graphical-Pa
inter 7.1:
Created: Tue, Dec 4, 2001, 3:22 AM
Modified: Tue, Dec 4, 2001, 3:22 AM
Version: 7.1.357& Corel Corporation 2001
Painter 7™

Open in the Classic environment

Locked

Mame & Extension:
Preview:

Memenry:

4 ¥ ¥|¥Y

Ownership & Permissions:

Owner: =

(m)

Access:

"

Group: =

Access:

Others: H

P Comments:
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‘Determine the Culprits

e Trial and error

- Grant write access to pref files/folders one at a
time, narrow down the problematic files.




‘Determine the Culprits

e Run “sudo fs_usage -w” while opening app
- Look through the results and look for suspects

800 Terminal — tcsh (ttypl)
a5 getottrlist = 7/ Adobe Photozhop 7.0
A7 LaunchCFMApp
Lottrlist £aowo A1 31 2460
LaunchCFMApp

2414312351

i LaunchCFMApp
getottrliist Fowols e 21041/ 37343/ Adobe Photoshop 7

! LaunchCFMApp ]
tattrlist A ol A L 2
C LaunchCFMApp
etattrlist
T LaunchCFMApp
etattrlist
15 LaunchCFMApp
getottrliszt 2 £ owols e B41/312351Adobe Photoshop ¥.@ Settings
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‘Determine the Culprits

e Run “ktrace -cp <pid>" while opening app

- enables kernel trace logging for the specified
process.

- Look through the results for suspicious files.




‘Solutions

e Mounta read-only disk image of the app as
a read-write volume using “hdid -shadow”

086 Terminal — tcsh (tiypl)
Lazt lagin: Tue Mar 18 14:40:27 an ttypl
Welcome to Darwin!

[memac-16:~] =sdoenges¥ hdid fClazsic.dng -shadow ~ Library/Preferencess/ClassicShad |:|I.-'-.l

- Write an AppleScript that performs this
command then opens the actual app.

¥
® 06 vpescript2
do shell script "fusr/binshdid “applications /General AMiscellaneous A¥irtual PC 6.0.1 AWindows 95 SEdmg’ -shadow | &
YPCShadow '™
delay &

tell application "Finder”
open file "Mac 03 X:Applications:General:Miscellaneous:Virtual PC &.0.1: VPC Components:Yirtual PC 601"

Ent:.lzes:::-ipt <6 8 '
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‘Solutions

e Move the files/folders to a user-writable
directory, then put aliases or symbolic links
in the original locations.

- “In -s /path/to/source/file /path/to/target/file”

| English ==

"items, 8.02 GE available

| CMYKtoRGBtable 4 | Brushes &
[~ English k(1] 2 Color
@ FreeHand 10 § . Dictionary
@ FreeHand 10 Clipart Viewer b ETSerial
cm [& FreeHand Defaults
b KodakCMSC B} FreeHand Defaults AE
[ Lessons B} FreeHand Defaults |E
License.htm = Help
| Log Files @ Language Resources
MacOSX_ReadMe. htm v A Preferences

» Macromedia Flash Player 5 k2 Settings

€ . L
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‘Solutions

e Include the application in the user’s home
directory, so it gets deleted at logout, and
refreshed at next login.

e [f you must, grant write access to the
individual files - but not to folders.

e Email the developers and MacFixit to urge
them to fix their app.




‘Links

e http://developer.apple.com/tools/
debuggers.html

http://developer.apple.com/techpubs/
macosx/Essentials/Performance/
PerformanceTools/
Analyzing_Performance.html




Q&A




'Nextup".

e Enterprise Directory Integration - by
Darren Davis




