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“The SpamAssassin system is software for analyzing 
email messsages, determining how likely the are to spam, 
and reporting its conclusions. It is a rule-based system 
that compares different parts of email messages with a 
large set of rules. Each rule adds or removes points from 
a message’s spam score.  A message with a high enough 
score is reported to be spam.”

What is SpamAssassin?



How SpamAssassin Works
• The message headers can be checked for consistency and 
 adherence to Internet standards (e.g. is the date formatted 
 properly?)

• The headers and body can be checked for phrases or 
 message elements commonly found in spam (e.g. “MAKE 
 MONEY FAST” or instructions on how to be removed 
 from future mailings) -- in several languages.

• The headers and body can be looked up in several online 
 databases that track message checksums of verified spam 
 messages.

• The sending system’s IP address can be looked up in several 
 online lists of sites that have been used by spammers or are 
 otherwise suspicious.
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• Specific addresses, hosts, or domains can be blacklisted or 
 whitelisted.  A whitelist can be automatically constructed 
 based on the sender’s past history of messages.
• SpamAssassin can be trained to recognize the types of 
 spam that you receive by learning from a set of messages 
 that you consider spam and a set that you consider non-
 spam. ( Bayesian Filtering )
• The sending system’s IP address can be compared to the 
 sender’s domain name using the Sender Policy Framework 
 (SPF) protocol (http://spf.pobox.com) to determine if that 
 system is permitted to send messages from users at that 
 domain.

• User written tests.

How SpamAssassin Works
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• It is free software, distributed under either the GNU Public 
 License or the Artistic License.

How Is SpamAssassin Implemented?

• It is written in PERL.

• It can be run as a script on individual messages. (Simple but 
  terribly inefficient.)

• It can also be run as a daemon, spamd. Messages are then 
 piped to the spamc program which relays them to spamd 
 and returns the results.



What Email Systems can be 
Integrated with SpamAssassin?

• sendmail

• Postfix

• qmail

• Exim

• Communigate Pro

• MPP from RAEInternet can ease
	 Integration with most systems 
	 (both free and purchased).



SpamAssassin and ClamAV are integrated with the 
email system in OSX 10.4 Server










