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Introduction

Apple Computer’s Mac OS 10.2 release, code named “Jaguar” introduced some new capabilities which allow it to integrate with open standard directory services (LDAP v3).  Mac OS X introduced a new multi-threaded secure operating system based on the Mach MK++ Kernel with BSD integrated.  This allowed Apple to create a “secure” desktop, wherein users cannot gain access to applications nor the file system unless they authenticate to the local system.  This is akin to Microsoft’s Windows NT platform, which also is a secure desktop.  

The login “shell” controls the access of the user to the system.  In a default configuration, the local user database (called NetInfo) stores the user accounts and their authentication credentials.  This is the system that authenticates the users for local system access.  Apple has leveraged the Unix PAM (pluggable authentication module) architecture and enabled the login “shell” to be configured to search multiple databases that can act as an authentication source for the local machine, these can be remote on the network.  Jaguar introduces an LDAP v3 PAM such that an LDAP v3 server can be used to authenticate users against.  This is the fundamental use of MacOS X and Novell eDirectory integration is to configure the Mac OS 10.2.x workstations to leverage Novell eDirectory for the workstation authentication and further to use the Novell Apple Filing Protocol (AFP) server to store the users home directory which the “shell” automatically mounts as a result of a successful login.

Theory


The Mac OS X login shell process will always search for user accounts in the local NetInfo directory store first.  This is always first on the list and cannot be removed (otherwise, no access could be had to the local system if it had no network connectivity).  Subsequent authentication sources are configured using the “Directory Access” tool.  The following diagram depicts the flow of events that occur in the Mac OS X login process.
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Steps:

1) The shell first searches for the user name in the local NetInfo database.  If no match is found, then it searches the next configured authtentication source, which is eDirectory when configured.  It does an Anonymous bind to the directory to search for user objects.  If the corresponding user object (ID) is found, it does an SSL bind and authentication to that user object.

Note: Since MacOS does an anonymous lookup first, either public view rights must be granted on the user objects (not to their attributes, just to see them) or a proxy user must be defined for the MacOS workstations to bind to the LDAP server which proxy user has view rights to view the users.

2) After a successful authentication, the MacOS workstation reads the Apple-User-HomeURL attribute which identifies the volume and path to the users home directory.  It also reads the Mount’s object in the directory to tell the mount system where the local symbolic link is to be created (Mac OS X is Unix, therefore this defines where in the local file system the remote mount is to be mounted).  The location in the local system, off of volume root is:  /private/Network/Servers/<IP address or DNS name of NetWare Server>/<NetWare Volume Name>/.  The shell constructs this path for the local mount point using information in both the mount object as well as the user object.

3) Now with the path known, the MacOS creates an authenticated AFP (Apple Filing Protocol) connection to the storage volume on the server.  It uses the username and password that the user supplied to login.  Novell supports apple native two way encrypted authentication which this process uses.  The path information determined in step 2 is used to mount the users home directory.
4) The Home Directory is mounted in the MacOS X local file system and the local system creates a Symbolic link to the NetWare file system for the users home directory.  Note:  this is NOT like using the Macintosh “Go->Connect To server…” menu, which mounts a volume icon right on the desktop.  This Symbolic link is accessible by clicking on the “house” icon (users home directory) in the finder browser window.  It is truly the systems home directory for that user, and the system uses it.
5) Since this is the home directory for this user as far as the system is concerned, it reads preference setting to create the users desktop;  remembering icon locations, open windows, walpaper, dock configuration and other desktop preferences.  These preferences are stored in the users home directory under the Desktop folder.  In this configuration, this information is now all located on the NetWare server’s storage.  This gives the users “Roaming Profiles” since the information is always read from the server for each user’s workstation.
6) At the end of the session, or whenever desktop preferences are changed, those changes are saved back out into the Desktop folder of the users home directory, which is on the NetWare server.
Setup


The white paper document describing in detail how to setup this configuration is called: “Integrating MacOS 10-2 and Novell eDirectory.doc”.

TroubleShooting


This section describes common problems, lists typical complaints and where to troubleshoot, and describes use of various tools to help in troubleshooting.

Common problems on the MacOS X side:

1) Incorrect case used in defining paths.  MacOS X is built on Unix, which means it is case sensitive.  Administrators must make sure that they match case for all paths and path components.  One wrong case in a letter, or one misplaced or mispelled path will cause failure of the process.

2) Forgetting to set the search base.  The Directory Access configuration on the Mac workstation requires that the “Users” and “Mounts” records have a search base defined in a fully qualified path.
3) Attributes mapped in Directory Access to attributes in eDirectory that have no values assigned.  They need to check and only map those that they are using (this is dependent on how they have configured their users in NDS and eDirectory over the years).  The document specifies the most common mappings for a new eDirectory installation.
4) Not setting up a proxy user with proper access rights OR not granting view rights to the mounts and user objects needed.

5) Not rebooting the Mac after making any changes in Directory Access.  The Directory settings are read in and utilized by MacOS only on boot up, so if changes are made to the setup, you must reboot the Macintosh workstation.

Common problems on the eDirectory side:
1) Forgetting to delete the redundant LDAP Attribute mappings.  The LDAP gidNumber attribute mapping will cause a schema violation when attempting to extend the schema for the user objects.  Make sure this mapping is deleted as it is redundant and rendered incorrect when the posixAccount (RFC standard schema extension) is added from the Native File Access for Unix.  The posixAccount schema extensions are used in this configuration.  (this process is outlined in the white paper).

2) Not giving anonymous or proxy access to view the mounts and user objects.  MacOS needs to view these.  This can be done one of two ways:  Create a proxy user (with no password) which has view rights to the user objects and the mounts object.   Or grant public view rights to the user and mounts objects.

3) Not having the Universal, Simple and NDSRSA passwords in synchronization.  LDAP will attempt against the NDSRSA (or Universal in NW6.5 if configured), AFP requires Simple (or Universal in NW6.5 if configured).  If not sychronized, there will be problems with the system authenticating.  In NetWare 6.5 with Universal password enabled and configured, this will not be a problem as both LDAP and AFP will use the Universal password.

Typical complaints:
1) The user complains that they authenticate correctly, but get an error message that the users Home Directory has moved or cannot be located.

Solutions:

-Search base has not been set for users and or mounts.  Set a proper search base.

-Check that the paths are absolutely correct.

-Check that the passwords are synchronized (NDSRSA and Simple).

2) The user complains that they have everything set, but when they attempt login and the login windows shakes at them.

Solutions:

-Check that the Mac has anonymous access to view the user and mounts objects.  It must see them before it will attempt a bind authentication to the object.

-Check that all mapped attributes have values.

-Have them turn off SSL at the Mac as well as at the server in case they have improperly configured SSL.

-They changed the server DNS name or IP address and did not reload new certificates into the client workstations for SSL binds.

3) The login dumps to a BSD prompt and they can’t login.

Solution:

-Make sure all mapped attributes have values.  This typically happens if certain mapped attributes don’t have values in eDirectory.

4) Classic applications are used and MacOS Classic environment run in MacOS X and it fails to work with the home directory on the server.

Solution:

-Upgrade the server to NetWare 6.5. The Classic environment subsystem in MacOS X creates control directories whose names are longer than 31 characters.  The AFP server hosting the remote home directory must support AFP v3.x protocol to handle directory names longer than 31 characters.  NetWare 6.0 and prior only supports AFP v2.2 protocol. 

Troubleshooting Tools:

There are certain freeware downloadable tools as well as tools that ship with MacOS X that can be used to trouble shoot the system.

Lookupd –d


From a Macintosh Terminal session, enter lookupd –d.  This will bring up a utility which allows one to dump the data that the OS has found for doing authentication and mounts.  The commands at the prompt that are valid are:

userWithName:

mountWithName:

allMounts

allUsers

The first two should be followed with a user name or the mount name.  The tab key can be used to autofill the rest of the command.  The second two simply will return all known information.  If the system is not working correctly, it will return “nil” (this case is where the login dialogue box will shake).

The values can be checked for accuracy.  Here is an example output of a working system:

Dictionary: "D-0x00087870"

_lookup_agent: DSAgent

_lookup_validation: 1056454247

gid: 20

home: /Network/Servers/137.65.67.203/APPLESE.DATA/USERS/Samuser

home_loc: <home_dir><url>afp://137.65.67.203/APPLESE.DATA</url><path>USERS/Samuser</path></home_dir>

lastname: demouser

name: Samuser

passwd: ********

realname: Sam user

uid: 1003

+ Category: user

+ Time to live: 0

+ Age: 0 (expires in 0 seconds)

+ Negative: No

+ Cache hits: 0

+ Retain count: 2

Note that the home: value is the homedirectory attribute in eDirectory and is what MacOS X uses to create the local mount point.  Note that the home_loc: is the apple-user-homeURL attribute in eDirectory and is an XML string which tells the Mac OS X AFP server where to connect on the network to get to the actual home directory.  Note that the <path></path> tag contents are NOT preceeded with a slash, as this is relative, not rooted by MacOS X.

It is recommended that during setup that the lookupd –d command be used to verify that settings can be read prior to attempting to login as an eDirectory user.  This will avoid some frustrations and verify things are ready to work faster.

Ldapper & ldapbrowser


These two tools can be downloaded from the following URLs and can be used to check that anonymous view rights are properly setup to allow the MacOS X to view the user and mount objects:

LDAPper:  http://www3.baylor.edu/~Carl_Bell/ReadMeFiles/LDapper.html
Ldapbrowser:  http://www.iit.edu/~gawojar/ldap/download.html
Handling a blown setup


Sometimes the customer may mess up their configuration on the Mac workstation such that it simply will not ever boot up.  It gets the color spinning wheel and never recovers.  To recover from this condition, the following should be done:

1) Boot up the Mac holding down the command (apple) –s

This will bring the OS up to a command prompt.  There will be some instructions about mounting the drive:

2) Enter: /sbin/fsck –y

3) Enter: /sbin/mount –uw /

The first command will run a disk check.  It can be skipped if you know the drive is not corrupted.  The second command mounts the drive with read/write access.  Becareful, you are root and can destroy things at this point.

4) Change directory into /Library/Preferences/DirectoryService

5) Use an editor like VI to edit the SearchNodeConfig.plist file and delete the entry(ies) between the <array> tags.

6) Save the changes (this deletes the bad entry that it is hanging on from a bad directory services setup).

7) Type exit to continue booting.

6. Write preference changes (if any)
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