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Antivirus Software
Review (part 1)

Anti-Virus 3.8.7Sophos
Norton Anti-Virus 9.0.2Symantec
ClamXav.org?ClamXAV

Virex 7.5.1McAfee
VirusBarrier X 10.1.1Intego

ProductCompany
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Specify Antivirus software for use in the College of Fine Arts.

Method:
Load AV software on Faculty/Staff image known to have PC virus’.
Document how AV software performs with respect to;

1. Ease of software installation
2. Ease and method of applying virus definitions
3. Ability to detect existing virus’
4. Options for handling (eradicate, repair etc.) virus’
5. Ability to detect email (mbox) virus’
6. Options for handling Microsoft (Macro) virus’
7. User interface
8. Scan speed and overhead

Objective:
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Faculty Staff Image

OS 10.3.8 with all standard Apple apps,
Microsoft Office 2004,
Eudora, Mail and Entourage

Loaded known PC viruses in 
~Documents
Mail mboxes
Entourage mboxes

Created separate partition for each antivirus app.
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ClamAV
www.clamav.net
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ClamAV
www.clamav.net
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ClamAV
www.clamav.net

None but has scheduler
Admin issue

On Access Scanner

1st run :53, 2nd run 1:21Scan speed and overhead (/Users folder)

GUI is OK for freeUser interface

NoneOptions for handling Microsoft (Macro) virus’

Poor, breaks themAbility to detect email (mbox) virus’

No repairOptions for handling (eradicate, repair etc.) virus’

Found 12, moved 6, moved more each runAbility to detect existing viruses

Manual or schedule (Admin)Ease and method of applying virus definitions

Installer, then drag appEase of software installation
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ClamAV notes

•Open source
•Nice interface
•Defs provided by open source community
•Can trash mbox style mailboxes
•Can trash Entourage database
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Norton Anti-virus

Demo
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Norton Anti-virus 9.0.2
www.symantec.com

1st run 7:00 2nd run :01Scan speed and overhead

On MountOn Access Scanner

ObtrusiveUser interface

Did not testOptions for handling Microsoft (Macro) virus’

Missed themAbility to detect email (mbox) virus’

ConfigurableOptions for handling (eradicate, repair etc.) virus’

Found 126Ability to detect existing virus’

Slow?, annoying windowEase and method of applying virus definitions

.pkg installer, rebootEase of software installation
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Norton Anti-virus notes

•Runs fast
•Granular control of what to scan
•Schedule updates and scans
•On-Access scan?
•Annoying interface



computer support & information systems
C O L L E G E  O F  F I N E  A R T S

Sophos Anti-Virus

Demo
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Sophos Anti-Virus 3.8.7
 www.sophos.com

Works great!On Access Scanner
1st immed run apx 1 hr. 50 - 70% cpu
2nd immed. Run 1:05 50 - 70% cpu
On Access scanner low overhead

Scan speed and overhead

FairUser interface

Seems to clean themOptions for handling Microsoft (Macro) viruses

ErrorAbility to detect email (mbox) viruses

ConfigurableOptions for handling (eradicate, repair etc.) viruses

1st 120, 233 after 2Ability to detect existing viruses

*config. to your serverEase and method of applying virus definitions

.pkg and rebootEase of software installation



computer support & information systems
C O L L E G E  O F  F I N E  A R T S

Sophos Anti-Virus Notes

•Able to send email notification
•On-access scanner works great with low overhead
•How does it handle mbox mailboxes?
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Antivirus Software
Review (part 2)

VirusBarrier X 10.1.1Intego
Virex 7.5.1McAfee
Win2k server & client
management

Sophos

ProductCompany
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VirusBarrier 1.6.2

Demo
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VirusBarrier 1.6.2
www.intego.com

Claims to haveOn Access Scanner

26 min* 70% in top
(*found nothing)

Scan speed and overhead

FairUser interface

Claims to fixOptions for handling Microsoft (Macro) viruses

? App kept quittingAbility to detect email (mbox) viruses

Scan, RepairOptions for handling (eradicate, repair etc.) viruses

Only in your user folderAbility to detect existing viruses

OK reboot?Ease and method of applying virus definitions

FairEase of software installation
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VirusBarrier 1.6.2 Notes

• Got best review from Macworld
• Documentation has good virus info
• Reboot required after install and update
• Repair of volume as admin did nothing
• Can not scan other User folders
• Scan Email Attachments quit app
• Log never showed anything
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Virex 7.5.1

Demo
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Virex 7.5.1
 www.mcafee.com

New in 7.?On Access Scanner

2.5 hr (volume)
70% in top Virex
30% for Virex Vshield

Scan speed and overhead

LimitedUser interface

?Options for handling Microsoft (Macro) viruses

NoAbility to detect email (mbox) viruses

No RepairOptions for handling (eradicate, repair etc.) viruses

Found 127Ability to detect existing viruses

GoodEase and method of applying virus definitions

GoodEase of software installation
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Virex 7.5.1 Notes

• At $5.00 it is the cheapest
• 7.5.1 is much improved, better logging and

on access features added
• Rescan does not get faster
• Clean = Delete
• Move to trash = Delete
• Heavy overhead at 30 - 50% running in

background
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Results

GoodClaimsGoodGoodNoneOn-Access Scan

$5$36?
(10, 1yr)

$25
(100, 3yr)

$19FreePrice

VirexVBSophosNortonClamAVTest

(Volume)

2:30

Limited

Claims
No

No
Repair

Found
127

Good

Good

(Volume)

:26

Fair
Claims

App Quit

Scan
repair

App Quit

Fair

Good

(Volume)

1:00

Fair
Yes
Error

Can
Config.

Found
120/233

Fair

Good

7/:01

Fair
?
?

Can
Config.

Found
126

Good

Good

:53/1:21Scan speed and overhead

FairUser interface

NoOptions for handling Microsoft (Macro) viruses

NoAbility to detect email (mbox) viruses

No repairOptions for handling (eradicate, repair etc.)
viruses

Found 31Ability to detect existing viruses

GoodEase and method of applying virus definitions

GoodEase of software installation
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Conclusions
• I would rate
• 1 Sophos
• 2 Norton
• 3 Virex
• All have on-access scanners
• All 3 found ~120 viruses
• Only Sophos has the ability to notify
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Sophos Enterprise Manager 2.0 v5.2
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Sophos Enterprise Console 1.0
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Sophos Enterprise Console
Alert Details Report
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?


