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Introduction

Preface to Radmind



"Who’s Developing it?

e Developed & supported by:

- Research Systems Unix Group (RSUG)
e At the University of Michigan

e Includes:

- Technical support, questions and feature requests

- Mailing List - Archived & Searchable




‘Where to get it?

e Mac 0S X Installer
&
Source Code

e Radmind Assistant
(GUI Front-end)

e jHook
(not part of radmind)

e www.radmind.org
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Command Line Tools

e Suite of command line tools

- Both client & server tools
Open Source

fﬁﬁ 06 Radmind - Client Tools

[client: Ausrslocal/Bin] Ls
total 1
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root  wheel
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‘Radmind Assistant

e Mac 0S X GUI that supports most options
- Updating client file system, creating loadsets

80 Radmind Assistant: Update Sysiem

“iWelcome

& Check for Updates Check with Server for Updates

(Dtkanall

Badmind Hast,  radmind, utah, &du



Radmind Transcript Editor

e Used to edit file system descriptions

®Oee mmco-pos.T =3
vO -
Save Info Delete Jumip To Line i Search
[Line # Type  Path
<= IV E Y TR T 1 P AT ST 1 Y T T TS 0 B i B A 2oy P T 1T e e
15 d JApplications fAdmin/Apple System Profiler.app/Contents /Resources /(ASPGather. bundle/Contents
16 f o fAapplications/Admin/Apple System Profiler.app/Contents /Resources (ASPGather.bundle /Contents/ Info.plist
17 d . SApplications/Admin/Apple System Profiler.app/Contents /Resources /ASPCather . bundle/Contents/MacO5s
18 f . JApplications/Admin/Apple System Profiler.app/Contents /Resources (ASPCGather.bundle/Contents/ MacO5/ASPGather
19 f . fApplications/Admin/Apple System Profiler.app/Contents /Resources /ASPGather. bundle/Contents/ Pkalnfo
20 f Japplications fAdmin/Apple System Profiler.app/Contents /Resources (ASPGather. bundle/Contents /version.plist
21 f o SApplications/Admin/Apple System Profiler.app/Contents /Resources /Apple System Profiler.rsrc
22 d .fApplications/Admin/Apple System Profiler.app/Contents /Resources /[Duteh.lproj
23 f . JSApplications /Admin/Apple System Profiler.app/Contents /Resources (Dutch.|proj/infoPlist.strings
24 f fAapplications/Admin/Apple System Profiler.app/Contents /Resources /Dutch.lproj/Localized.rsrec
25 d . fApplications/Admin/Apple System Profiler.app/Contents /Resources [English.lproj
26 f JApplications/Admin/Apple System Profiler.app/Contents /Resources (English.proj/InfoPlist.strings
27 f . fAapplications/Admin/Apple System Profiler.app/Contents /Resources /Enalish.lproj/Localized.rsre
28 d .,-"Appllcatlans,".ﬂ.dmln,.".&.pple System Profiler.app/Contents /Resources (French.lproj
i€ = ——— —— — = — 7 ' X

48970 lines
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Server Manager

e Configuration client file system mgmt.
e Manages file system descrlptlons

806 Local Radmind Server Cosdiguration 3
L Ea 8 i i
o C % . ¢ [
1 | & commeni
fgww Comleg  Bafreih Cebinr Cgmoniarad Fis  Wdm Cgremisrad Tde Pearhe kaadug Tivdeass
& sdrmiin_admin_wotildy, 1
Sarver Conliparansn File | & i talagen_emch T
Haeal L ormmuand [ e E oorsmaing ik Ervivy W U s i T
i ! 19 admin_aur sloges
m # admin_rlasue
.
" ¥ admin _£ron_MH_S1HY_pre
® HISTOR' 17 1L103 g H W sdmin_ste wiul¥_uib-i
J LR aidn . ™ adrr Hr ingoa T
- v i &
Z2003.03.05 rcg - fesi0 uim ”" FiTHLE A
bR drdavii = i ﬂ g
SRS 1 E drdawis - ¥ i
SO PERIE N s R & Fowaly Uplaaded Losdiade
sl A4 O] drdaes - i

¥ MWL Freceniation Mads

125 110.27.2 18 Ly PR
12811027 2109 L A A i T
add Cliern [ Delete Cliern { E;I"-EH"E.F!I" 1 | J e
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Supported Platforms - Unix

e Can be used with any supported Unix
- Mac 0S X
- Solaris

- FreeBSD
- OpenBSD

. "F.' f)p{ Ik *L{%-.. 'r'
- Linux %, = _ w’




Other Platforms

e Windows Client/Server - - _
ifﬂ‘-Wﬁndmm
- Currently NOT supported

- Ports are in development

- Focus will be radmind server port



' Requirements - Mac 0S X

| P CIlent About This Mac
- Requires Mac 0S X 10.1 3
or later
e Server
- RequiresMac0SX 10.2 Ma(: OS X
or later
- MaC OS X SEI‘VEI‘ Pruce55nr:‘la]rzzpi.;ﬂf;::;iwer!’{: G4
NOT I‘EQUiI‘Ed I More Info...
—- The radmind server can ™ & & Apple Computer, Inc. 1983-2003 ‘

run on Mac 0S X client
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The Basic Concept

The Fundamentals of Radmind



Tripwire

e Radmind can run as a tripwire
- Detects file system modifications

¥ | & Applications 154.7 ME rool  adrmn  drwxresr=x

1 Acrobat Reader 5.0 82 bytes root  admin  =rWxXrwxr=x

B . Acrobat Reader 5.0 76.4 MB root  admin  drwxrewxr=x

¥ _ iMovie.app 23 0MBE rootl admin  drwxrexr-x
Q ¥| . Contents 23 0MB root admin  drwxnwxr-x
1. Scan — " Info.plist T0KB root admin  -rw-na-r--
# | o MacOSClassic 1.9 MB root  admin  drwxrnexr-x

_ Pkginlo 8 bytes rool  admmn  -rwxXrwxi-x

# | = Plug=ins 409 8 KB root admen  drwxiwxr=x

B | i Resources 0.7 MB root  admin drwXmwxr=x

" varsion. plist 477 bytes root  admin  =rw=rw=r==

B " iPhoto.app 39.7 ME root  admin  drwxrexr=x

P iTunes.app 15.5 ME root  admin  drwxnexr-x

S Library 1.3 MB root  admin  drwxnexr-x

B | | System 2.0MB root wheel drwxr-xr-x
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‘Restore to Managed State

e Radmind can restore to managed state

- Downloads and/or removes files/folders
- Sets attributes & permissions

2. Request files

o 3 Files transfered

1. Read
description




' Distribute/Remove Software

e Radmind allows you to upgrade the
0S and software

Upgrade
Mac 0S X 10.1
to
Mac 0S X 10.2

Upgrade Java 1.4.1




' Distribute/Remove Software

e Radmind allows you to downgrade the
OS and software

Downgrade
Mac 0S X 10.2
to
Mac 0S X 10.1

|
P O X

Downgrade Java 1.4.1




' Distribute/Remove Software

e Radmind allows distribute software to all,
subgroup or individual machines.

Distribute Photoshop
to subgroup

Distribute lllustrator
to individual

Distribute AppleWorks
to all clients




Why use it?

Benefits of Radmind



‘Network Usage

e Few files are transferred over
network for incremental updates

- Only needed files are downloaded

2. Request files

- o

O + ©' 3 Filestransfered

1. Read
description




‘Network Usage

e Unlike tools that transfer an entire HD image

e Even if client needs a few updates

B &5 NetRestore

— Apple SOftware Restore Source. | Select a canfiguration ?! " Brerevee

Drag a disk image {or type its path} here

Target;  Select a target +

- NetRestore

Optians Dascription

¥ Erase Target Disk

o Great tOOIS for initial Setup # Verily restored disk

Rearart w ten fenizhed

! S taigen A Bood ik

e Or brute force re-imaging | 0

e Not ideal for ongoing maintenance in large deployments
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Server Usage

e Minimizes server/network usage

- The client scans the hard disk locally,
doesn’t talk to server during scan

¥ & Appiscatons 154.7 MB roct  admin  drwsrwsr=x

% _Acrobat Reader 5.0 A2 bytes root  admen  =PWRPWET=X

| 2 Acrobal Reader 5.0 76,4 ME rool  admen drwxnwsr-x

"‘" L s [l T L 230 ME roocd admn drWERNRE=x%

L Comtents 250 ME root  admin dewxresr-x

e i L o W TR 3.0 KR oot admen -Pe-mw—-r——

\ " Bt Ol Lo sag 1.9 MEBE rood admin drwsErexr-x

2. Save P ginta B bytes rood  admian  -reEsnawsr-x
dﬂ:s:r‘iplj[:n S Plug-ins 409 8 EB root adimsn dewErdesr-x
= Beiowces JO0.7TME oot admiin  drwxrvxr=x

o _wersion.plist 477 bytes root  admin  =fé=ny=r--
F " iPhoto.app 39.7 ME root admiin drwEnass-x

FiTunes.app 155 ME root  admen  dowsrwsr=x

I Library 1.2 ME roct  admin  drwxnwar=x

E S stem 20 MEBE rost wheel drwxe-xr-x
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‘Server Usage

"o Unlike tools that usually compare the
client hard disk to a server master
over the network

= %) o]

— Rsyn CX Source palk RSY“ Ex e t=nation path
- Mac059 e s e Comprn

e Assimilator e Ditpee wikent Pekieenn

e RevVRdist

LrifErh
HE"”"H dISI pesre be patient D
g e
Wl vhefidown when dn
D M !
":'i Rush Af Rl _ Bl Oypn Farerrva i

- - - RE Show Bagsed Tims JemLET T 3 Reboot when done
(7T | Fauis | | Costinian j
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'Remote Administration

e Remotely control & distribute file
systems on multiple machines

R _F |

..........

Graphics Lab General Lab

- M UNIVERSITY OF UTAH

TTTTTTTTTTTTTTTTTTTT



Remote Administration

e Unlike tools like that require you to visit each
machine in a lab environment with portable drive

= =) C
- ASR — ..
I Yeps bl
- Carbon Copy Cloner i
- NetRestore
e Great tool for individual e
cloning or syncing 8 v e
o Fomd

e Not ideal for ongoing
management of large labs
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'DHCP Not Required

It is flexible, you just need an IP
address

B80C Network image Utility

Doesn’t matterhow ...
o — e
it QEtS a55|gned o — -
- Unlike tools, like Outul User Namve. Ve

NetBoot, NetInstall o

that require DHCP to

I 1ok 1 preveeE chsage TR

operate.
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‘Manage by Certificate

e Allows client verification

via SSL certificate. Y < <
e Nomadic Machines "

- Laptops used in various locations,
like home & work, can be managed.

e |IP Dynamic Assignments

- IP is completely irrelevant for client
identification.
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‘Software Management

e Tracks software & 0S installations

- Unlike other tools,
radmind has built-in
support for tracking
individual software '”5“*"

or 0OS installations. .
- And has built-in support 2. Scan I

for uploading & restoring ——
individual software description
or 0S installations.

1
=



Client Management

e One file on server to manage file systems of
multiple machines.

AN

o) o o

Graphics Lab




Client Management

e One file on server to manage file systems of
multiple machines.

a « o a =« D a : O

General Lab



How to deploy it?

Planning & Preparation



‘What to manage on file system?

e Student Lab

- Try to manage the entire file system

- Restore file system due user modifications,
hacks, OS and hardware bugs.

o Staff & Faculty

- Maybe allow local admin manage
e Users Home Folders (i.e. /Users)

e Users Web Folders (i.e. /private/etc/httpd/users)
- Local Admin needs to be trusted and technical
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"How to update client?

e Manually

- User makes decision to update or not.
- Useful in a staff & faculty environment

- Nice additional option in labs
e Automatic

- Logout, not ideal in busy labs

- Scheduled, off hours maintenance

- Remotely, not ideal for primary method
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How to manage loads?

e Howto setup machine deployment?
- Full - File System
e Everything is in base deployment
- Partial - File System
e 0S & Global Apps in base deployment

- Adds more granularity

- Small - File System
e Small base deployment (0S)
- Flexible & Powerful

- More complex

' @ UNIVERSITY OF UTAH
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- Terms

Radmind Lingo & Slang



Transcript

e Transcript
- A description of the file system
- Alist of files, directories, links.

- Includes attributes like size, permissions,
modification dates, checksums, etc.

806 ¢ mmco-pos.T

|}?§ |j’ 2 |" | |I ||':| |E‘ |$ o Last Sawved: 11/07/02 10:09:32 PM

: FIL w4 Il wil il ¥ File Path: /private var/radmind/client/mmco-pos.T
H ./ 1775 a 2a
a ./.05_5tore 5 alalal SA1 88 18243566687 G242 ﬂ?eﬁ??HSHHEQuJSLH1EUKUHJVEQ=
a . Molumelcon. ichs BG4 SE o8 1823136652 57296 AxFIRbbkwplgtbddi | szLc2MS0w=
a ./.hidden B 44 5} B 999454835 246 qux+HEQthHGEE1HtmgitkEHﬂ=
d ./Applications B77S 5] 28
a .fﬁpplicutiansf.DS_Stnre 5 alalal SA1 88 18123832816 G242 VJlOgEhwRiKORT ZzYkS53 1 1K= 180=
d ./Applications Admin avse 5@l =)
a . /Applications/Admin/.05_Store BREE  SE1 28 1824431879 18232 B4EaMMEaYULSE|p /B1Reas+ yed=
= -

' @ UNIVERSITY OF UTAH

sy STUDENT COMPUTING LABS



Positive Transcript

e Lists file system objects
- That must exist & match all attributes

'E' E’ ﬂ mmco-pos. T

=
¢ =

. Save  Inla Delete Jumip Ta Ling Search

Ling & Type  Path

1 [ JApplications /Admin/Apple System Profilér.app/Contents /Resources (Spanish lpral/infoPlist strings i
F { fApplications fAdmin/Apple System Proalilerapp/Contents (Resources /Spanishlpro) fLocallzed rare

| d MApplications /Admin/Apple System Profiler.app/Contents /Resources /da.lproj

4 I Japplications /Admin/Apple System Profiler.app/Contents /Resources /da.lpro)/ InfoPlist.strings

5 I jApplications /Admin/Apple System Profiler.app/Contents /Resources /da.lproj/ Locallzed.rarc

[ d Japplications /AdminfApple System Profiler.app/Contents /Resources /i lproj

) [ Japplications /AdminfApple System Prafiler.app/Contents /Resources /i lpra) /InfoPlist. strings -
:II- . AT . gy S o ._! cE i . L -

AE390 hnes

M UNIVERSITY OF UTAH

5TW oOMPU



' Negative Transcript

e List file system objects that must exist

e Only some attributes checked

- Directories UID & GID set
- The directory contents are not read or modified

Tl -negatee T =

800 —
vO & |
= .-‘.- I"hl-,_ﬂ_., ] ity umg Tiv Line

H At
i i fTeaabes
] s




Negative Transcript

e Analogous to RevRdist AiSu parameter
% RevRdist ptlsmame
{ Will shutdown when done. )

Mac Administrator Files

- B : — —
ana ¥ PPCMac MLE G4 9.2.1 DistFile =
| a _‘? .I-,, ::+ H_. I:I. I+ I:I.. I:i:l FI-I Last Saved: 02715703 04:11 19 PM
= . Fikg Patk: - Deikicop/PPOMac MLE G4 9.2, 1 DiiFile |
o
B [ barsE iome For Hocldsinistrater 7.9 =
DHascPidem iy Frobec bion EMiBg =T Renlidimt ESpame ol | bemp ERachasin @ trator 35,2 i6urtes Folder (Rl vl [Flocisde | ke 1 | o |
HFFiram jaler Flagin EHICR ST Méeoidl @t [hpsat (@l | bamE DIGSHdmif @ irater .5 .::::ljl Vil For | e [E N Disnl ) Gl JAFIP Tromi Flnigyiri ||
MocFdaim C1isnt ERESH SFRC RenRdiat iSpad |Gl | tede tRecAoRin i grator 2.5,2 1Sgitas Foloer DEx Gihd f ol Rachiaes in C 1 EH
-

i Ext 1 |
¥

e -
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Loadset

e A transcript & its associated files

Transcript (file system description)

806
5 5 A
Ry revey e i s i

"

o iy 3 e fipgi
T |
o = P |

s ki e ipo |

= Al E==L=Ea

o Aiprp e SPip | 6 ot Lo e 1 5.1 Eronnd Dk

i
Wl
cat i Urern D 000 Rrden i Uikt
I
o e e P | T ) o vy b S 1 e D

Lore - ]

wq

* cronnb 5. 0T

[ {hat1] b L i
A iew  BTRE 2. 1]
arvbierbd  OTRE  SEI

w00 s oy L D P
[ g e

o | g A e b B il ronn |
-

Morianin Pigaindo o

R Rl ]
o
[T ]

[ B 1] i

(L2 | Id
i Sl

1 ol b Ui Bastarcad @730 W) FLl

g banta Mascurcan £ .0 S w
1 opg Corten b Raesaros e frag | | gh. lpra)
1 o O o L b P ol PR | | 8 I SRR P ST -5 b ingE BT51 S

[uee" ]

C T EE T

HHI | B
T

L) L

Byd) FiTeflie halieFpeai | o) e

PO oo m TR | 2 e o D | P

TS TR TNl e |l T L i e
B A qER T LD e DL el

9 10 T
=l =8

S22 L | Pl EOV G SR Daat by Dloiifie

oo i T R

Associated Files

Fa CB w0 Bl D hr Tl g | U

B8 6 Apphtatians

I 3 fiemi. B4 3 O jvkdabsle

.F gy e
L Eromnak 1.5.1

@ Cromniy 1% 1
s Belesse Notewrtid
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' Base Load

e The primary file system loadset

e Usually a large transcript & associated files.

- A base load could be:

e Mac 0S X

e Mac 0S X and global applications

e Or the entire client file system deployment
- Including Mac 0S X
- Applications

- Admin Modifications
(users & groups, directory setup, scripts, etc.)
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‘Base Load - Example

Base Load

l

&

Mac 0S X 10.2
Transcript

A
A,

Mac 0S X 10.2
Files




'OverLoad

e A smaller additional loadset

e Used with the base load for the machine
deployed file system.



‘Over Load - Example

Over Loads

Mac 0S X 10.2 Mac 0S X 10.2.5 Office X

Transcript I Update I Transcript
Transcript

| : !.‘:: y i / i
P Y8 [ o
&N 2

Mac 0S X 10.2 Mac 0S X 10.2.5 Files
Files Update
Files
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‘Command File

e Defines the machine managed file system

e A list containing the names of the base
load and additional overloads.

‘806 #] machine_loadset.K £ |
[ alls e 1 | [ ® I [ 1lea ] fy] [ Last Saved: 04/27/03 10:36:11 PM
% |ﬁ | L[] | '! ! | 3] 'I :G:Ii '3;' @ File Path: ~/Desktop/machine_loadset.K

-

p os_macosx_18.2_ base.T
p os_macosx_18.2.5_update.T
F appoffice_—_18.1.8.T
h os_macosx_18.2_haze_neq.T



' Apply-able Transcript

Is a transcript containing the differences
between the managed & local client file
system.

These are the changes that must be
applied to the client for it to match the
deployed file system.

Used to restore client to managed state
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' Apply-able Transcript - Example

=~ Deployed
——  File System
1. Compare
>

3

Client
lz. Differences s [le System

g

3. Changes that must be applied

B UNIVERSITY, OF UTAH

TING LABS



' Create-able Transcript

e Is a transcript containing the additions on
the local client not on the managed file
system.

e These are the changes that must be

created on the deployed file system to
match the client.

e Used to create overloads

' @ UNIVERSITY OF UTAH

sy STUDENT COMPUTING LABS




' Create-able Transcript

~ ™ Deployed
File System

Client
. File System




Radmind Tools

Description of the Tools



fsdiff

e File System Differences

The primary radmind tool

Compares the file system to a set of transcripts
described by a command file

Produces the differences in the form of a
transcript

Never talks on the network

e Detects file system modifications (Tripwire)

' @ UNIVERSITY OF UTAH
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fsdiff - Example

® 00 Create-able Transcript

[client:i~] rootd fediff -C -c shal -o Avardrodminddclient loadset . T HI

® O 8 Apply-able Transcript
[clienti~] root# fzdiff -A -c shal / = diffEfEﬂDEE.TI




IcCreate

e Loadset Create

- Uploads a transcript and associated files to the
server

®00O Terminal — tcsh (ttypl)

[clienti~] rootd# lcreate -h wour.radmind.server Searsradmindsclient/loadset .TI =




- Changes local file system as described by an
apply-able transcript

- Retrieves updated files as required from the
server

® 08 lapply using differences file

[client:~] rootd lapply -h wour.radmind.zerver differences.T &5

lapply using pipe
[client:~] root# f=diff -A -c shal / | lapply -h yﬂur.rudmind.ﬂerverl



' ktcheck

e Command & Transcript Check

- Compares local command file and associated
transcripts with those stored on the server

- Retrieves updated command files and
transcripts from the server

® 00 ktcheck example

[client:~] root®# ktcheck -c shal -h wour.radmind :E'IE'II




Icksum

e Loadset Checksum

- Verifies the checksum & size of files associated
with a transcript on the server.

'® 06 Terminal — tcsh (ttypl)




Imerge

e Loadset Merge

- Combines two or more transcripts and
corresponding files into one loadset

®086 Terminal — tcsh (ttypl)

[zerver :Mvarsradmindstranscript] rootd lmerge loodset_updote.T loodzet.T ln:nunj:z:et._r'uz:l.-.l.TI 5

+ —

"E ‘gﬂ;" v
AN A\ VA
loadset.T loadset_update.T loadset_new.T
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Case Study

University of Utah - Radmind Integration




' History - First Stage

- MacO0S X 10.1.5
e Larger Base Load
- Mac 0S X
- Admin Mods
- Default Apps | .
e Fewer overloads g

- Radmind 0.6
- Kiosks




' History - Second Stage

e Second stage (July 2002)

- Added authentication
- Deployed
e Teachinglab

e Studentlabs



' History - Third Stage

e Third stage (Oct 2002)

- Mac0S X 10.2.1

e Smaller & more specific
base load

e More granular loadsets

- Radmind 0.9.1
UNIVERSITY OF UTAH
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Current Stage

e Current Stage (May ‘03)

- Mac0S X 10.2.5

- Radmind 0.9.4 | —— -
’ | MacOS e

- All Mac’s except
one teaching lab

- Totals

e 325 Mac’s

' @ UNIVERSITY OF UTAH
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Customizations - Initial Installer

| nsta 1 base OS 5, install Radmind tnitial instalier 0.9.1
- Welcome 1o the Radmind Initial Installer 0.9.1
= I mag I ng SOftwa re aintroduction i s T Rl e e fiaae
— I nsta I I CD 1. Maki sury F=d bas fad TCPIP e and working
2 Mako surg B B or hosimames of s Mac i haled s the conhbyg |
e Run Initial Installer ' T —

. =1 T A
a n d resta rt Thiz staliar does mot reguere Tia clerd radmind fools 10 ba insialled
T

Afier instaliing Fws. restard and redreand wll run automaBically at stadup

- Requires no other o etttk oy s s

3] 3. EnEarniel he
eFernel CADI B wad oF Fa naanal This inaailes tisaning

installs ‘“"“

g P riceecd wrdoer pogd g and disaprears
a0 Faming lased. Cheth AMarSogrmigoulisg o
Ji T T

o Then radmind e pnirvne log. B -.c_.-;;:al:}:-;::;:-m:.. B 1P f Hhis mas, o this
updates client

- WiII Continue Continue i
running even if
restarted

- Runs without risk of being used or compromised
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Customizations - Initial Installer

e Don’t use it anymore

- Too slow

- Future version of radmind will support pipeling
e Apple Software Restore

Automatically update radmind & create ASR
image and upload to server.

Use NetRestore with Network Install server or
using FireWire drive or FireWire/ATA bridge.

Use multi-port card to support 6 subnets.

@ UNIVERSITY OF UTAH
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' Customizations - Radmind/ASR

. Schedule with
cron

. chroot

3. Update volume
with radmind

. Create ASR
Image

. Mount Server

. Upload Image




' Customizations - “Please Wait”

e Big and obvious (to most users ;-)
e Covers login panel when running at startup
- Prevents users

. - W) iy e g Sdent Compiting Lite

from logging in = ==
. e orming intenance
and USIng apps This machine is temporarily out of service

- Prevents users T e ———————
from force quitting X 2 . ot
e UsesiHook to as Q é
display graphic =ity e
& other GUI e

R, W, e, e e, ee, e, e, e, e
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Customizations -

e Why?
- Gives status to lab
staff & users

- Useful when there
is an important
update or problem

e System Menu
- Menuversum

e Login Panel

Visual Status

Wl e ] P Dy iy

uNID LOGIN REQUIRED

MacOS X
o

Pisiin
[ A TEmn, Ol P W Fees gl b e asves gy
& VIMA TTL | e LR B
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' Customizations - System Menu

Red Icon - Problems
| IMH10.2 «

Green Icon - No Problems

|7l MH10.2 4 Wed 4:43:06 PM

Wed 4:44:25 PM

B

T T e
R =t LB wer S i e e i e S
e e . R ™ e L A o i bmw g
WA R R L e A e L —
[ [ — ismams 4 EEma [FPSI S —
Tl S Uk S e T B f ek See e
e e Fre B ey e e e Frw B ey
Chun mme - Cinh e [ Tinh e e mm
e A e — [ ——— s ——
Mac 05 | v. 10.2 Mac 05 % v. 102
Fi i
[ [ ]
= S5TUD NT COMPULTI G LABS




' Customizations - Login Panel

Green Icon - No Problems

Tl rmery o0 Ton FLg Sutent Computing Labs
uNID LOGIN REQUIRED
@ MacOSX

uND: | (i

QUESTHONS O PROBLEMS? Megar go to the senvice sfl
o visit hitp: ) e i utahoedu/auth @

|5/ wsa.zg

" Red Icon - Problems

) ey o0 v S £y Srent Computing Labs
uNID LOGIN REQUIRED
@ MacOSX

uNITI fﬁ\

QUESTHONS DR PROBLEMST Fleave go to the service gl
o vl hetp. [ esea sl utah edu/ auth @

|7 wsa.2s



When we run radmind?

e When aspecific user logs in s

uNID LOGIN REQUIRED

e Scheduled with cron, e
- every 3rd day, 1am-6am - ®
- Load balanced e e L S e

- Regularly distribute
updates & restores machines A 7"

o M anua"y rendosda HH
- Logs out & runs radmind

e Single User mode AT
- Ifit won’t boot to GUI -

e Remotely

' @ UNIVERSITY OF UTAH

sy STUDENT COMPUTING LABS



' Running Radmind - Login

e Create a radmind user

e LoginHook checks for specific user
- Runs radmind if that user logs in

WY Whvmsi o L F£g studant Computing Laba "‘“‘:’“ T Pt comgutry L
Performing Maintenance
UN ID LOG'N REQUiRED This machine is lemporarily oul of service
[_a. Mac OSX "'" ':.uu :1 :' .:.H"-

uNID; | radmind ﬁm [

= mli
Passwor d: Ln--nin ; ! é
I

QUESTIONS OR PROBLEMS? Please go to the service counter
or visit http:/ f'www.scl.utah.edufauth

- - - - - -_— = - - - - -_

L wsa ze  — — i, ——
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' Running Radmind - Scheduled

e Cron executes script gem

e [fuserlogged in

- Open AppleScript & .

chedu

HJIF.:F".J"‘-I;; 4 Yo i || E'I:ill ogged
- Ot and TS COMmpGEe | B restared
warning user r.mf

'-"l syersl minures

ol

e Restart = ‘ AR

Performing Waintenance
Thid Madhise In TESEGead iy Gul of 60w

LJ PP PP

< i -

¢ Run radmind g. ..;Q ",,i.
at startup

e T e T
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' Running Radmind - Manually

e Displays dialog warning
user L’i}l Warning Run maintenance?

You will be kegged out and this

e Can be launched from icon

computer will be restarted. This will
take pEweral minates, Afe Vil SUre Yo

Want 1o CoOnTmue’
“ne ) (D
Y - & Y ———
Performing Maintenance
"N |

o Ru ns radmind ~.,.1.'.1.,'...T.,,_,.__,.',",::__ 0

e Logs out

e



' Running Radmind - Single User

e Tell radmind to run *after* network loads
- Useful if machine doesn’t fully boot

xtor 9864802Hedia/I04pp lePartitionScheme /Hac05a5
4, minor &

Mow 11 16:17:3 mach_init[Z£]: Storted with uid=8
Singleuzer boot —- fzck not  done

Root device iz mounted read-only

If wou want t ake modifications to files,

run 'fsbindfzck -v' first and then '/shindmount -uw/'

Welcome!
zh-2 .84a# runkadmind
Thiz mac will reboot and run radmind. Are wou sure? Yes

Saving status...
Rebooting...




' Catch Force Restart

e Will continue running at startup until
completed.

- Prevent user from bypassing radmind execution
- Power failures during execution, etc.




' Running Radmind - Remotely

e SSH
e Timbuktu Pro
- Only on administrative test boxes
e Apple Remote Desktop
- Plan on deploying ARD to all clients

e Web Server
- Could develop cron job that cURLS a web page
- Allows lab faculty/staff remotely run radmind
- Doesn’t require SSH to be enabled on clients.

' @ UNIVERSITY OF UTAH

sy STUDENT COMPUTING LABS



Issues
Problems & Concerns with Radmind



‘Slow Upload & Downloading

e Radmind doesn’t support pipeling
- Every transfer involves at least one round trip

e Mac 0S X is an 0S with many small files
- Average file size 25 KB - 43 KB
- This combination makes it worse
e Workaround
- Use ASR for initial or re-imaging
e Future
- Will be fixed in a post-1.0 release of radmind

- With pipelining enabled, the client won't wait
for the server to respond to it's requests.
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"2 GB File Limit with Checksum

e Large Classic image |

( i e, S h a d Owc I a Ssi c) syttt o s b
e Large multimedia files

e Workaround

- Remove checksum option when scanning file
system

- Example, don’t use “-c shal” option

e Future
- Will be fixed in a post-1.0 release of radmind
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Installer Overwrite Files

e When upgrading using the installer

e |tis possible production files WI|| get

overwritten e .

e Workaround = =

- Backup configfile = =

- Select custom
deselect tutorial files

e Future = s o |

- Will be fixed in a future release of radmind
e Move tutorial into GUI packages
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' Default Environment Paths

e Radmind installs executables in
/usr/local/bin

e Under Mac 0S X 10.2.x, this is not one of the
default environment paths.

e Workaround

- Enter at the beginning of each radmind session
setenv PATH "${PATH}:/usr/local/bin"

- Or modify script /ect/csh.login

# System-wide .login file for csh(1).
setenv PATH "/bin:/sbin:/usr/bin:/usr/sbin:/usr/local/bin"
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' Default Man Paths

e Radmind installs man pages in
/usr/local/share/man

e Under Mac 0S X 10.2.x, this is not one of the
default man paths.

e Workaround

- setenv MANPATH /usr/share/man:/usr/local/share/man

- Or edit script /etc/manpath.config
- @ UNIVERSITY OF UTAH
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' Prebinding vs Tripwire

e Under 10.2, the system automatically
updates prebinding information any time
an application is launched that lacks
complete prebinding information.

e 0S update binaries automatically and in
background

e This situation makes it impossible to setup
up a secure & accurate tripwire
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Questions and Answers




