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Who are these guys!?

EJ Kevin Boyd - University of Michigan
® RsyncX Developer

® Steering Member macosxlabs Project

Ld Richard Glaser - University of Utah

® | ong time radmind admin

® Steering Member macosxlabs Project
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; macosxlabs.org

- Mac OS X Labs Deployment Project

= .

I NEEP THESE 200
COMPUTERS UPGRADPED
TO MAC 0% X...
BY NEXT MONDAY.

i i
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?macosxlabs.org

s Mac OS X Labs Deployment Project

L Project

® Document, communicate & collaborate on
challenges of deploying Mac OS Xin a lab
environment.

® |oint effort with Apple, Higher Education, K-12,
corporate and anybody interested.

® VVebcasts, documentation, discussion forums and
much more...
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Suite of Tools to Manage Machines

ann ick r

Source path: RSV“ Cx Destination parh;
|

o | Add filets) to destination e

Machine IP Address: | Use Compression Machine IP Address:
[ Use Checksums

[_ Syn¢ without Foldericon Info
| Sync without HFS+ File Info
|_! Push Source As Boot Volume
Network Transport: |_ scp rsync to Destination First Save Script As:

ssh
Login To Source As:

Alr. Source tmpdir: Alr. Dest. tmpdir:

During Rsync Show;
| Count of files left to rsyne 18]
Debugging Verbosity:

"Do Mot Bless 18]

# Run As Root | Set OpenFirmware
W Show Elapsed Time _ Reboot when done

Login To Dest. As;

Dther ons:




Mastering RsyncX

LJ RsyncX: Introduction

Ld Firewire Installations

EJ Network Installations

EJ Using the RsyncXCD

[J Using the RsyncX Package Tools
EJ RsyncX: Hot Tips

L Where do | get RsyncX?




RsyncX: Introduction

LJ RsyncX, rsync, and the RsyncXCD
Explained

K Local file rsyncs
LJ Local Folder rsyncs
LJ Entire Machine rsyncs

EJ Examples of each




Firewire Installations

LJ Create script to send loadset from Firewire

drive to volume mounted as /VYolumes/
Macintosh HD

[J Send your loadset to a Firewire drive as
bootable




Firewire Installs cont.

[J Disconnect Firewire drive, reconnect to
destination machine, boot from FVV drive

LJ Run script you created that’s on the
Firewire drive to install loadset on

destination machine volume named /
Volumes/Macintosh HD

[J Reboot destination when finished rsyncing -
you're finished!




Network Installations

[J Create loadset

EJ Push loadset to server

[J Go to destination machine

L] Boot from non-primary device

LJ Pull loadset to primary bootable device

LJ Reboot, and you are done




Using the RsyncXCD

L RsyncXCD can be used as a bootable non-
primary boot device

LJ Before burning to CD, the RsyncXCD

image should contain your scripts for
pulling your loadset from the Network
Server




Using the Package Tools

EJ Introduction
EJ Firewire Installations
EJ Network Installations

EJ Using the RsyncXCD

[J Using the RsyncX Package Tools




RsyncX: Hot Tips

LJ Can | push loadsets without storing them
on a server! Yes.

LJ Can | add Apps to the RsyncXCD? Yes.

LJ Can | control how much bandwidth rsync
uses? Yes.

EJ Can | control in-transit file compression?
Yes.




RsyncX: Hot Tips

EJ Why would | want to use rsync_hfs at
www.opendarwin.org!?

LJ Can | use the RsyncX GUI with any version
of rsync? Yes.

LJ Can | use the scripts generated with the

RsyncX GUI on another flavor of UNIX?
Yes.




Where Do | Get RsyncX?

L macosxlabs.org
LJ apple.com/downloads
LJ VersionTracker

L] TUCOWS

[J macupdate.com




Radmind

Mastering Radmind




What | will cover?

[J Background

[J The Basic Concept
EJ Why Use It?

J How to deploy it?
K Terms

[J Overview of the tools
[J Overview of GUI tools




Background

Requirements & Resources




Who’s Developing It?

LJ Developed at University of Michigan
® Research Systems Unix Group (RSUG)

® radmind@umich.edu

® Technical support & feature requests

® Documentation, sample scripts, etc.

® Mailing List - Archived & Searchable




Where to get it?

[J Download from Radmind web site:

® www.radmind.org

® Mac OS X Installer
& Source Code

® Radmind Assistant
(GUI Front-end)

® iHook
(A useful tool to use with Radmind)




What is it?

[J Radmind is a suite of command line tools
® Jools for both client & server

® Open Source ® 06 Radmind - Server Tools ]

[server:/usr/ local/shin] ls -1 B |
Etotgl 248

=r-xr-xr-x 1 root ‘wheel 1781268 HWNow &-14:53 radmind
[zerverifusry local/sbhin]

® 086
[clientifusy/ local/bin] L=
total 1445

Radmind - Client Tools

LT

oot whesd
root  Wheel
root  Whesl

root  wheesl

¢ Bl S e i
4:53 ktcheck
4155 lapply
42653 Lcksum
453 lcreate
453 ITdifT
4535 Imerge
4263 Twhich

L R R L |

root  wheesl

root Whesl o 112649

Lm

LT

root  wheel 34476
3 oot whes] At
[EliEﬂt:HUErHlDED[Hhin]

e S S T L T = =

Lm
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Supported Platforms

EJ Can be used with any supported Unix

® Mac OS X 1

® FreeBSD

® Linux
® OpenBSD

® Solaris
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Other Platforms

[ Windows?

® Currently not supported

® Ports are in development

® Server only

® Unknown timeframe
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Mac OS X Requirements

[ Client
® Requires Mac OS X 10.2 or later

[J Server

® Requires Mac OS X 10.2 or later
® Mac OS X Server NOT required

® Server can run on Mac OS X client
or any supported platform

® Older versions can be supported by
recompiling source code
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The Basic Concept

The Fundamentals of Radmind




Tripwire

L Radmind can run as a tripwire

® Detects file system modifications

® Can reverse modifications

LJ Radmind can restore to managed state

® Downloads and/or removes files/folders

® Sets permissions & attributes
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Process Overview

Client Requests Managed

————

File System Description

OCa» 0O

Client
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Process Overview

Server Checks
Is Client Managed?

OO0 \A.'c::"""‘

Client Server
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Process Overview

What Managed
File System?

OCa» O

Client Server
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Process Overview

Server Downloads Managed

*u—

File System Description

OCa» 0O

Client

Slide




Process Overview

Client stores
Managed
File System
Description

OC«»0

‘.‘!’f:hent

Managed File System
Description

| §7
1o -

3
Mg
[ ek

N

Server
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Process Overview

Next, Client Scans
its Hard Disk and...

Server

Managed File System Client’s Hard Disk
Description
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Process Overview

...compares the
Managed File System
to Client’s hard disk.

QOC= O

Client

S =
ot (——=

Managed File System Client’s Hard Disk
Description
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Process Overview

Then, creates a
Differences
Description.

Server

& Differences Description
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Process Overview

Using the Differences
Description it deletes
extra items on client.

o
¥
. [y
P " =
R
- e
e =
R sa e
l"__..,-.-a- .
L} I-"J. - N
& I. -
: o
=
=y

o : o/ SMXO0.6.1

Client Server

& Differences Description
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Process Overview

Then, requests
missing, updated or
modified items.

Client requests missing,

updated or modified items

Server

Client

e Differences Description
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Process Overview

And adds missing,
updated or modified
items to client.

Server sends requested

OCa» 0O

Client

items to client

§ Differences Description
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Process Overview

Modifies files and
directories
Permissions &
Attributes

Client Server

Apoly 1o encloded ITems

| E{" _Differences Description
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Process Overview

Done!!!
Client Updated to
managed state

OCa» O

Client
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Why use it?

The Benefits of Radmind




Network/Server Usage

EJ Few files are transferred

® For incremental updates

® Only needed files are downloaded

[J Other Tools

® Other tools transfer an entire HD image

® Even if client needs a few updates
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Network/Server Usage

[ Scans files locally

® The client scans the hard disk locally, doesn’t
talk to server during scan

[J Other Tools

® Other tools do comparison over network
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DHCP NOT Required

LJ DHCP NOT Required

® |t is flexible, you just need an IP address

® Doesn’t matter how it gets assigned

[J Other Tools

® Some tools require; or are more difficult to
setup without DHCP enabled.
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Manage by Certificate

EJ Allows client & server identification
& verification via SSL certificate.

Ld IP is completely irrelevant for client
identification.

[J Nomadic Machines

® |aptops used in various locations, like home &
work, can be managed.

EJ IP Dynamic Assignments




Easy Management

LJ One file on server to manage file systems
of multiple machines.

LJ Easy to switch or modify clients
configurations

Switch one line to il
distribute graphical apps.




Easy Management

LJ One file on server to manage file systems
of multiple machines.

LJ Easy to switch or modify clients
configurations

Switch one line to ol ”
distribute web apps




Software Tracking

EJ Tracks software & OS installations

LJ Unlike other tools, radmind has built-in
support for tracking individual software or
OS installations.

L And has built-in support for uploading &
restoring individual software or OS
installations




Software Distribution

L It allows flexible software/OS distribution

® Add, remove or upgrade or downgrade

® OS & Software

® Individual Clients

® Sub-set of all Clients

® Globally
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Global Distribution

Distribute Safari
to all clients

Clients
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Sub-Group Distribution

Distribute Photoshop
to some of
the clients.

e
Server

ﬁ el

18

OO0

OCamOJE 0OCa» 0O

Clients
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Individual Distribution

Distribute VueScan
to one client
with scanner.

Ty
\hl _.______._—l—

Server

O @ O

|
O 3 O O @ O O @ O O @ O O [ O

Clients

O 3 O
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Find Crappy Apps

LJ Find/modify “crappy” apps or installers

® |nstall or delete in locations they shouldn’t
® Set permissions incorrectly

® Requires world rights, etc.

EJ Examples

® OmniPage, QuarkXPress, Painter; many others

LJ See page for details & workarounds

® www.macos.utah.edu/CrappyApps.html
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How to deploy it?

Planning & Preparation




Management Basics

L File System Management Fundamentals

® Every file & folder can not be managed

® Some files & folders should not be managed

® Some files & folders might not be managed
based on administration decisions or user
Impact.

Slide




What Parts to Manage?

L What parts of the file system to manage?

® Depends on the OS and version of OS

7 Y <7
Y/ 9 ) ¢
/\ /7 ( ‘

e Depends on the type of environment

R

® Depends on how you want manage it

%‘k}) O
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OS Defined Management

LJ Some Areas of OS Shouldn’t Be Managed
® Files/Directories Managed by OS q —

® /dev ﬁ /4

® /mach.sym : /‘"
® Perpetually modified areas y .

® /Library/Caches

® /System/Library/Extensions.kextcache A
® | ogs

® /private/var/log
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Type of environment?

[J Student Lab @
® [ry to manage as most of the file system

® This allows restoring file system due user modifications,
hacks, OS and hardware bugs.

L] Staff & Faculty

® Allow local admin manage?

® Users Home Folders (i.e./Users)
® Users Web Folders (i.e. /private/etc/httpd/users)

® | ocal Admin needs to be trusted and technical
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Type of environment?

J Example
® My department manages both labs & staff

® Ve manage both environments in same way

® Except...
® We offer more customization on management for Staff

e Staff usually has an additional volume we don’t manage

® Staff we manage aren’t technical enough to allow
them to locally administrate
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Management Templates

L Radmind comes with templates
® Mac OS X 10.2 & Mac OS X 10.3

B B ¢ 10.2-lab-negative.] 3 L0 3-lab-negatiee. T
- & O ¢ W
€@ 0 S W o v» U 9
nfe  Toggle Comment Dighars st et Toggle Comment Dwlmie sk
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How to setup managed FS?

L Full - File System
® Everything is in base deployment

LJ Partial - File System
® OS & Global Apps in base deployment O

® Adds more granularity @Q
[J Small - File System C
® Small base deployment (OS) s s

® |ndividual descriptions for Admin, OS, Software
® Flexible & powerful, but more complex
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Full File System

Everything - OS, Global Apps, & Apps not needed everywhere

OO0

D O O i« 0 O <« ©O O ¢« 0O O <+« 0O

O O £ O

Clients
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Partial File System

Partial - OS & Global Apps

OO0

O 0

OCa®» 0O

O @ O O @ O O @ O O [ O

Clients
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Partial File System

Photoshop to some clients

O

@ 0

:', ;’;‘:ﬁ

Partial - OS & Global Apps

O 0

‘
O @ O O @ O O [ O

O c Q

Clients
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Partial File System

- VueScan to client w/Scanner
Partial - OS & Global Apps

O @ O

O 3 O O @ O O @ O O @ O O [ O

Clients

OC+90
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Small File System

Small - OS only

OO0

O 0

O @ O

O @ O O @ O O @ O O [ O

Clients
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Small File System

@

Photoshop to some clients
Small - OS only

Clients
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Partial File System

= VueScan to client w/Scanner

Small - OS only

OCa®» 0O

O 3 O O @ O O @ O O @ O O [ O

Clients

OC+90
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Small File System

@

Small - OS only

Safari to all except w/Scanner

OO0

O 0

O @ O

O @ O O @ O O @ O O [ O

Clients
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How to update client?

Updating is extremely flexible
® The radmind tools are unix tools and can be
scripted like any other command-line tool

® You are only limited on customizing its use
based on your knowledge and imagination.

® Radmind Assistant (Recent release has some options)
® Or use many samples on:

® www.radmind.org

® www.macosxlabs.org - Tools & Scripts Button
® www.macos.utah.edu - ULabMin
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Radmind Assistant Options

[J Radmind Assistant

® Recent release offers some options:

Scheduled using daily, weekly & monthly cron

On login, if user logs in as “Radmind”

Radming Assistant. Aubomation Preferences 3

W

i1 & " 2 v
— s L e
ECUTIt Tramscript Automation  User Manggement Advanoed

On logout if updates
are available

Penodic Radmind Sections

Run a full Radmind session

Continue running if
User Evants Triggering Radmind Sessions
Inte rru Pted __ Run Radmind an logout if there are updates from the serer

- Run Radmind an Ingm if wser 10ggQing In 15 named “radmind’

Lontinue interrupled Radmind sessions on reboot

The Hadmend automation scripls reguire iMook Download 1Hook

Set Configuration
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Example - U of U

LJ Example - At my dept. we run radmind:

® When a specific user logs in

® Scheduled with cron

® | oad balanced client & servers
® Manually
® Single User mode

® Remotely

Note - These have been implemented since 2002
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Example - Login

EJ Running Radmind - Login
® Create a radmind user
® | oginHook checks for specific user

® Runs radmind if that user logs in

'_I- 'I.—_—

R0 Unrvemsry o U ;fj Studen! Compiting Labs
Performing Mainfenance

uNID LOGIN REQUIRED L sbibat ol bt dp e pimip ks

& NMar L-' e P T e e ok
Mac OS X |

B
uNID: | radmind fm,\. J"'-." h '
Password Lo In ﬁ

QUESTIONS OR PROBLEMS? Please go to the service counter

or vislt http; / fwww.scl.utah.edufauth L wso.2s
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Example - Scheduled

EJ Running Radmind - Scheduled

® Cron executes script

If user logged in

Open AppleScript Tis computer i schectied 0

Warning user

—

R Ferforming Maintenmance
eSta’rt ¥ BETETFily BET 9 SEIrTiEe

THin L b-me '@ 1em

Run radmind at startup £ X
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Example - Manually

L Running Radmind - Manually &

[
; = =
® |aunch “maintenance” app |
B e
® Displays dialog warning user
N € ves A

® | ogs out = {

® Runs radmind
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Example - Single User Mode

EJ Running Radmind - Single User

® Tell radmind to run *after* network loads
® Useful if machine doesn’t fully boot

StorageB laBla/Maxtor 9864502Media/ [0App LePart itionSchemneMac05a5
BSD root: diskBsk, major 14, minor 5

devfs on Adevy

Moy 11 16:17:3 mach_init [:] - Storted with uid=A

Singleuser boot -- fzack not  done

Root device iz mounted read-only

If wou want to make modifications to files,

run 'Ashindfack -v' first and then 'Yshindmount —uws !

We lcome !
zh-2 .Ad4a# runFadmind

Thiz mac will reboot and run radmind. Are wou sure? ¥

aaving status...
Rebooting...




Example - Continue Updating

[J Catch Force Restart

® Will continue running at startup until done.

® One script checks for trigger file.
® Another script starts & deletes file, radmind_done
® Same script creates radmind _done when completed

® Prevent user from bypassing radmind execution
® Power failures during execution, etc.

LR W i
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Example - Remote

Running Radmind - Remotely
® SSH & Timbuktu Pro

® Only on administrative test boxes
® Enable as few services as possible in our environment

® Apple Remote Desktop (ARD)
® Select clients and copy trigger file
® |dle script detects trigger file and runs radmind

r
| A8 Computer Status ]
AN ®m 2 m 8
] " - — | T L P Rt -
Observe  Control  Share Screen  Lock Screen . Text Chat Sleon Wake Up Lopy [tems Cpen bem | . i Al
Lk Richard's Test Boxes Tl
[ ame & Status User TCR/IP ———

1 Mar= ilerms 1 mp
richard_rest_box-3 “streenSaverEnging” mac 155:99.57.213 [ S "
FlChard_rest_ox-d Talregnsaverenging LT 1 E35.99.57. 414 |

|

o

2 Selectad
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Glossary
Radmind Lingo & Slang




Transcript

LJ A description of the file system
® The entire hard disk

® Or a specific section(s) like a OS update or
software install.

® A list of files, directories, links, etc.

® |[ncludes attributes like size, permissions,
modification dates, checksums, etc.
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Transcript

rﬁﬁﬁ

d

— —h —h —h —h —h —h —h —h —h O —h —h O —h O

Japplications/Chess.
Japplications/Chess.
Japplications/Chess.
Sapplications/Cheszs.
Japplications/ Chess.
Aapplications/Chess.
Aapplications/Chess.
Japplications/Chess.
Japplications/Chess.
Japplications/Chess.
Sapplications/Cheszs.
Japplications/ Chess.
Aapplications/Chess.
Aapplications/Chess.
Japplications/Chess.
Japplications/Chess.
Japplications/Chess.

app_chess_2.0.T

app B775 B oA

app/Contents 8775 B oA

app/Contents/Info.plist AGG6d A g8 1063446253
app/ContentsMacls a77e B oA

appsContentsMaclS/Chess A5 A ol 18A4aEEA3E
appsContentsPkglnfo AGGEd A g8 1863446253
app/ContentsResources B775 B oA

app/Contents/Rezources/1 .rgb Bood B SA 106353446253
app/Contents/Rezources/2.rgb Bood B oA 1A6353446:203
app/Contents/Resources/3.rgb Bood B oA 1063446253
app/ContentsRezourcesz/4.rgb BEad B oA 1063446253
appsContentz/Resources,A.rgh (]alat ) A ol 1863446255
app/Contents/Resources/a.rgb Bood B SA 1A6353446:253
app/Contents/Rezources/7 . rgb Bood B oA 1A6353446253
app/Contents/Rezources/8.rgb Bood B SA 106353446253
app/Contents/Resources,COPYING EBE4 B oA 1A6353446:203
app/ContentsResourcesDefaultz.plist Bood B oA 1053446253

Transcript for Chess 2.0

1735

228728
g

263
2943
2946
2877
2953
3863
2a65
2953
17993
729

TPrGFiziHmpe 3nsGEYHT A zwalduw=

AqM3 Lxova IehRe Lt 1530k Dd0 L 0k=
WIxMaESHZesdvkwl00XEHK+LCd4=

AP CxdFEReWEmz)E jexlast NAmg=
SUE4TE AL ARgEgHE Y v dnk, joB 35=
38k 1=ENIUNTLAIHY IdEc i ldyRa=
Ans/ AUD L +mk 38WS4xEbaC Aws I0s=
BlomvedSzMNhtHRHNS Ty cAexing=
GihRAnEC jNoSEQHSENYBgeBhaga=
FWIisBzo7beiAFOSGLeiZyNIgel=
DaMEEZ L2l SuedWph YGGALNK L xRba=
SoFgahdy JxZ33ueCEAKNEAT oA A=
wAEIWIZT74DF KR 1HT YvmAgORERd=




Transcript Parts

— —h —h —h —h —h —h —h —h —h 0L —h —h O —h O O
{

LJ Parts & pieces of a transcript...
e _File Kind

® “3” applefile,”d” directory, t” file,”l” link, etc.

O 6

ApplicationsChesz.
ApplicationsChesz.
applications ACheszs.
applications Chess.
Applications/Chess.
ApplicationsChess.
ApplicationsChesz.
ApplicationsChesz.
ApplicationsChesz.
applications ACheszs.
applications Chess.
Applications/Chess.
ApplicationsChess.
ApplicationsChesz.
ApplicationsChesz.
ApplicationsChesz.
applications AChesz.

app

app/Contents
app/Contents/Info.plist
app/ContentsMacls
appsContentsMaclS/Chess
app/ContentsPkglnfo
app/ContentsResources
app/ContentsRezources 1
app/ContentsResources /2
app/ContentsResources/3
app/ContentsResourcesz 4
appsContentz/Resources,5s
app/ContentsResources/ o
app/ContentsResources /7
app/ContentsResources /S

b
b
Jgb
Jgb
Igh
b
b
b
app/Contents/Resources,COPYING

app/ContentsResourcesDefaultz.plist

app_chess_2.0.T

A775
775
A6ES
775
775
BRES
A775
GG
BGE4
A6ES
BEES
BGES
BRES
BRES
B6ES
a4
A6E4

L T T O O T s O O R T s O s Y

(3]
(a3
)
ga
a3
3]
3]
(3]
(a3
)
ga
a3
3]
3]
(3]
(a3
i)

1663446253

1054655855
1063446253

16863446253
1863446253
1663446253
166353446253
1063446253
1063446253
1063446253
16863446253
1863446253
16863446253

Transcript for Chess 2.0

1735

228728
g

263
2943
2946
2877
2953
3863
2a65
2953
17993
729

TPrGFiziHmpe 3nsGEYHT A zwalduw=

AqM3 Lxova IehRe Lt 1530k Dd0 L 0k=
WIxMaESHZesdvkwl00XEHK+LCd4=

AP CxdFEReWEmz)E jexlast NAmg=
SUE4TE AL ARgEgHE Y v dnk, joB 35=
38k 1=ENIUNTLAIHY IdEc i ldyRa=
Ans/ AUD L +mk 38WS4xEbaC Aws I0s=
BlomvedSzMNhtHRHNS Ty cAexing=
GihRAnEC jNoSEQHSENYBgeBhaga=
FWIisBzo7beiAFOSGLeiZyNIgel=
DaMEEZ L2l SuedWph YGGALNK L xRba=
SoFgahdy JxZ33ueCEAKNEAT oA A=
wAEIWIZT74DF KR 1HT YvmAgORERd=




Transcript Parts

LJ Parts & pieces of a transcript...

® | ocation - path to file system item

L T T O O T s O O R T s O s Y

® O 6 app_chess_2.0.T
dl AApplicationsCheszz.app B775
d| AapplicationsChez= . app/Contents 8775
flAapplications sChezs.appsContentz/Infa.plist Bood
dl Aapplicationz/Chezs.appsContentsHMac0s a77e
flA4pplicationsChess..appsContentsMaclS/Chess A5
fl|AApplications/Chess . appsContents/Pkalnfo Bood
dl AApplicationsChezz . appsContentzs Rezources B775
fl|AApplicationsChez= . appsContentzFesources/1.rgb Bood
fl|AapplicationssChez=s.appsContentzs/Fesources/ 2 .rgb Bood
fl|AdpplicationssCheszs.appsContents/Fesources/3.1gb Bood
fl|AapplicationzsChezz.appsContentsFesources 4.1rgb BEad
flA4pplicationsChess..appsContentz/Resources,A.rgh (]alat )
fl|AApplicationsCheszs . appsContentsResources/6.1rgb Bood
fl|AApplicationsChezz . appsContentzsFesources/7.rgb Bood
fl|AApplicationsChezz . appsContentzsFesources/53.rgb Bood
fl|AdpplicationsChezs.appsContents/Resources ACOPY ING EBE4
fl|A4pplicationssChezs.agppsContents/Resources Defaults.plist Bood

(3]
(a3
)
ga
a3
3]
3]
(3]
(a3
)
ga
a3
3]
3]
(3]
(a3
i)

1663446253

1054655855
1063446253

16863446253
1863446253
1663446253
166353446253
1063446253
1063446253
1063446253
16863446253
1863446253
16863446253

Transcript for Chess 2.0

Slide

1735

228728
g

263
2943
2946
2877
2953
3863
2a65
2953
17993
729

TPrGFiziHmpe 3nsGEYHT A zwalduw=

AqM3 Lxova IehRe Lt 1530k Dd0 L 0k=
WIxMaESHZesdvkwl00XEHK+LCd4=

AP CxdFEReWEmz)E jexlast NAmg=
SUE4TE AL ARgEgHE Y v dnk, joB 35=
38k 1=ENIUNTLAIHY IdEc i ldyRa=
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Transcript Parts

LJ Parts & pieces of a transcript...

® Pe

rmissions

d
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Japplications/Chess.
Japplications/Chess.
Japplications/Chess.
Sapplications/Cheszs.
Japplications/ Chess.
Aapplications/Chess.
Aapplications/Chess.
Japplications/Chess.
Japplications/Chess.
Japplications/Chess.
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Japplications/ Chess.
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app

app/Contents
app/Contents/Info.plist
app/ContentsMacls
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app/ContentsResources
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Transcript Parts

LJ Parts & pieces of a transcript...
® Owner

rﬁﬁﬁ

d
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Japplications/Chess.
Japplications/Chess.
Japplications/Chess.
Sapplications/Cheszs.
Japplications/ Chess.
Aapplications/Chess.
Aapplications/Chess.
Japplications/Chess.
Japplications/Chess.
Japplications/Chess.
Sapplications/Cheszs.
Japplications/ Chess.
Aapplications/Chess.
Aapplications/Chess.
Japplications/Chess.
Japplications/Chess.
Japplications/Chess.

app

app/Contents
app/Contents/Info.plist
app/ContentsMacls
appsContentsMaclS/Chess
app/ContentsPkglnfo
app/ContentsResources
app/ContentsRezources 1
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app/ContentsResources/3
app/ContentsResourcesz 4
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app/ContentsResources/ o
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Transcript Parts

LJ Parts & pieces of a transcript...

rﬁﬁﬁ

d Adpplications/Chess.
Japplications/Chess.
Japplications/Chess.
Sapplications/Cheszs.
Japplications/ Chess.
Aapplications/Chess.
Aapplications/Chess.
Japplications/Chess.
Japplications/Chess.
Japplications/Chess.
Sapplications/Cheszs.
Japplications/ Chess.
Aapplications/Chess.
Aapplications/Chess.
Japplications/Chess.
Japplications/Chess.
Japplications/Chess.

— —h —h —h —h —h —h —h —h —h O —h —h O —h O

® Grou

app

app/Contents
app/Contents/Info.plist
app/ContentsMacls
appsContentsMaclS/Chess
app/ContentsPkglnfo
app/ContentsResources
app/ContentsRezources 1
app/ContentsResources /2
app/ContentsResources/3
app/ContentsResourcesz 4
appsContentz/Resources,5s
app/ContentsResources/ o
app/ContentsResources /7
app/ContentsResources /S

b
b
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Jgb
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b
b
b
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Transcript Parts

LJ Parts & pieces of a transcript...
® Modification Date

d

— —h —h —h —h —h —h —h —h —h O —h —h O —h O

Aapplications/Chess
Japplications/Chess
Japplications/Chess
Sapplicationz/Cheszs
Sapplications Chess
Aapplications/Chess
Aapplications/Chess
Aapplications/Chess
Japplications/Chess
Japplications/Chess
Sapplicationz/Cheszs
Sapplications Chess
Aapplications/Chess
Aapplications/Chess
Aapplications/Chess
Japplications/Chess
Jsapplications/Chess

.app
Lapp/Contents

JppSlontentsfInfo.plist
JppSContentsMacls
JOppfContentsMaclS/Chess
JppSContentsPkglnfo
LAppSContentsResources
Jpp/lontentsResources/1
Japp/ContentsResources /2
JppSlontentsBesources/3
JppSContentsResources 4
LAppfContentz/Resources b
JppSlontentsResources /o
JappSlontentsResources /7
Japp/ContentsResources /S
LappSContents Resources /COPYING
JppslontentsResources/Defaultz.plist
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Transcript Parts

LJ Parts & pieces of a transcript...

rﬁﬁﬁ

d Adpplications/Chess.
Japplications/Chess.
Japplications/Chess.
Sapplications/Cheszs.
Japplications/ Chess.
Aapplications/Chess.
Aapplications/Chess.
Japplications/Chess.
Japplications/Chess.
Japplications/Chess.
Sapplications/Cheszs.
Japplications/ Chess.
Aapplications/Chess.
Aapplications/Chess.
Japplications/Chess.
Japplications/Chess.
Japplications/Chess.

— —h —h —h —h —h —h —h —h —h O —h —h O —h O

® Size

app

app/Contents
app/Contents/Info.plist
app/ContentsMacls
appsContentsMaclS/Chess
app/ContentsPkglnfo
app/ContentsResources
app/ContentsRezources 1
app/ContentsResources /2
app/ContentsResources/3
app/ContentsResourcesz 4
appsContentz/Resources,5s
app/ContentsResources/ o
app/ContentsResources /7
app/ContentsResources /S

b
b
Jgb
Jgb
Igh
b
b
b
app/Contents/Resources,COPYING

app/ContentsResourcesDefaultz.plist
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Transcript Parts

LJ Parts & pieces of a transcript...

d Adpplications/Chess.
Japplications/Chess.
Japplications/Chess.
Sapplications/Cheszs.
Japplications/ Chess.
Aapplications/Chess.
Aapplications/Chess.
Japplications/Chess.
Japplications/Chess.
Japplications/Chess.
Sapplications/Cheszs.
Japplications/ Chess.
Aapplications/Chess.
Aapplications/Chess.
Japplications/Chess.
Japplications/Chess.
Japplications/Chess.
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® Checksum

app

app/Contents
app/Contents/Info.plist
app/ContentsMacls
appsContentsMaclS/Chess
app/ContentsPkglnfo
app/ContentsResources
app/ContentsRezources 1
app/ContentsResources /2
app/ContentsResources/3
app/ContentsResourcesz 4
appsContentz/Resources,5s
app/ContentsResources/ o
app/ContentsResources /7
app/ContentsResources /S
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b
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Positive Transcript

L Lists file system objects that must exist
LJ All objects must exist & attributes match

® Note - Directory contents are read

® O 6 app_chess_2.0.T

d Jdpplications/Chess.app B7ve B oB &
d Adpplications/Chess.app/Contents B77E B e Eﬁ
T Adpplicationz/Chess.appsAContentz/Info.plist Bood B ol 1863446253 17358 fPrGFiziHmpZEn=GhYHT Azwsldw=

d Adpplications/Chess.app/ContentsMacls B7ve B oB

f Ahpplications/Chess.app/Contents,Mac0S/Chess 8775 A o8 1864eEEAZE 228728 SqMS LxvelehRE lwt L3CARDAULOK=
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d Jdpplications/Chess.app/Contents/Resources B7ve B oB
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Negative Transcript

Ld Lists file system objects that aren’t managed
® But they must exist on client

LJ Only some attributes checked

® For directories only UID & GID set
® Directory contents are not read

®00

d
d
d
d
d
d
d
d
f
f
d
d
d
d
f

/Trashes

JLibrary/Caches
JLibrary/ColorSync/Profiles/Displays
ALibrary/Logs

ANetwork,

Savstenslibrary/Caches
Savstemslibrary/Extenzions . kextocache
Savstemslibrary/Extensions . .mkext
Alzers

Adolumes

Aautomount /Servers

Jdey

Smach .sym
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13533
HEEA
A444
1777
a77h
B77E
ARG
A7hE
A544
A544
1776
1777
BERE
A5EE
A444

A

Lo e B ey Y et Rt R R T i T Y e R et Rt

G0 AbhdhdAALABALALALALALAALALAALALALAAAALAL LA
50 1AEGE7AEET4 65638 IHMhZLirdd7ttIJoRMvue3BNSbpM=
A

&

&

5

B

A

A 1AGETAAESEL  BAYTZ HMEfWsSahPZG0aaRunpknDRENEg=
A 1AGETARR4E SEAS536 gSICEkLbEEzaDDWHOGK AviLGFdl=
5

G0 AbhAAAAALABALALALALALAALALAALALALAAAAAAL L=

B

A

50 1AGETARET? BATETZ Fiztm/gmu+yfyBLhlntAZSNo W=

ik




Loadset

LJ A transcript & its associated files

® OO app_chess_2.0.T
d Sdpplications/Chess.app avve 5] aa
d Adpplications/Chess.app/Contents a7e A aa
f Abdpplicotions Chess.opp/Contents/Info.plist AcE4 A g8 1863446255 1735 fPYGFiziHmpEsnsGGYHT A zwaldv=
d Aapplications/Chessz.opp/Contents,MacOs a7e A o
f Adpplications/Chess.app/ContentsMaclSChess avve A g8 1Be4EEERASE  Z2ATV25 SqMSLxvelehREx Lwt 130, kDb L0k=
f Japplicotions/Chess.opp/ContentsFkglnfo AGG4 A g8 1863446255 g MWIxMABSMZesJykwlOOREHK +LCH4=
d Adpplications/Chess.app/Contents/Resources a7e A aa
f Aapplications/Chess.app/ContentsResources 1 .ragb BA664 a g8 18634462535 2646 x3Pcxd4FSEeWamzE jexUasf Hang=
f Aapplications/Chesz.opp/Contents/Resources 2.rgb 664 A g8 1863446253 2943 AWE+TEOLAXQ4gHE U Dk joB35=
f Adpplications/Chess.appsContents/Resources, 3.rgh A5 A A 1863446253 2946 38k 1=BNSUWTLEIHYIdeC 11dvRA=
f Aapplications/Chesz.opp/Contents/Resources 4.rgb 664 A g8 1863446253 2877 8nsSAUD Lemk 38WS4xEbaC Aws I0z=
f Adhpplications/Chess.app/Contents/Resources/5.rgb AG64 A 08 1863446253 2938 BlomvedSzMNhtHRHNOTvcAexZns=
f Aapplications/Chess.app/ContentsResources6.rgb BA664 a g8 18634462535 3863 GihRAnEC jMoSkHIkNvEgeBnagg=
f Aapplications/Chesz.opp/Contents/Resources 7 .rogb 664 A g8 1863446253 2065 FWIi3Bzo7bEiAFOSGLeidyNIgel=
f Adpplications/Chess.appContents/Fesources, A.rgh Acad A A 1863446253 2955 OoMEEZ | 2LSusdWphPGGALK L xRba=
f Aapplications/Chesz.app/Contents/Resources /COPY NG EEE4 A g8 1863446255 179935 S6PgahdwJxZ35ueCEGRNEAT oAdw=
f Ahpplications/Chess.app/Contents/Resources Defoults..plist AG64 A 08 1863446253 729 I IWI2TP4DFRRiIHIYvmAglxERY=
Transcript
SO MacOSs
. Contents M Chess

7 Info.plist

/ SR
| Pkaginfo

Resources
| version.plist

Associated Files




Baseload

LJ The primary file system loadset

Ld Usually a large transcript & associated files.

® A base load could be:

® Mac OS X (Small)
® Mac OS X and global applications (Medium)
® Or the entire client file system deployment (Full)
® [ncluding Mac OS X
® Applications

® Admin Modifications
(users & groups, directory setup, scripts, etc.)

Slide




Baseload - Example

Baseload - OS & Global Apps

OO0

OCa» O

OCa®» 0O

O @ O O @ O O @ O O [ O

Clients

Slide




Baseload - Example

Base Load

l

N =N

Mac 0S X 10.3 Mac 0S X 10.3

Positive Negative
Transcript I Transcript

KA KA
MM WA

Mac 0S X 10.3 Mac 0S X 10.3
Positive Negative
Files Files

Baseload that only contains OS




Overioad

EJ A smaller additional loadset

[J Used with the baseload for the machine
deployed file system.

L Examples
® Software Updates like “Mac OS X [0.3.1”
® Applications like “Office X 10.1.4”
® Printer Configuration
® FEtc.




Overioad - Example

Overloads - Photoshop Overloads - VueScan

O @ O

OC®»OFE OO0}  O0OC®»O0) OO OO0

Clients

O 3 O

Slide




Overioad - Example

N

- d

Mac 0S X 10.3
Positive

Transcript

AVA

Positive
Files

N

Mac 0S X 10.3
Negative
Transcript

AVA

Mac 0S X 1!.3

Negative
Files

.

=

Over Loads

N

4

Mac 0S X 10.3.1
Update
Transcript

A
VAV

Update
Files

N

d

Office X
Transcript

bfﬁce X
Files

Overload - Mac OS X 10.3.]1 & Office X




Command File

LJ Defines the machine’s managed file system

EJ A list containing the names of the base
load and additional overloads.

N === =  [=N

r - - .y
® O A #) machine_loadset K

- d B 1 2 d - Pl
Mac 0S X 10.3 Mac 0S X 10.3 Mac 0S X 10.3.1 Office X p os_macosx_10.3_base.T

Positive Negative Update Transcript p os_macosx_10.3.1_update.T
Transcript + Transcript Transcript 9 p app_office_x_10.1.4.7

n os_macosx_10.3_base_neag. T

AVA N I\ ——= =
VN VAV VI VIR S

Mac 0S X 10.3 Mac 0S X 10.3 Mac 0S 10.3.1 Office X
Positive Negative Upd ate Files
Giles Files Files

M




Apply-able Transcript

[J Differences on Client

® |s a transcript containing the differences

between the managed & local client file system.
e

[J Update Client

® T[hese are the modifications that must be applied
to the client for it to match the deployed file
system.

LJ Used to restore client to managed state
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Apply-able Transcript - Example

Downloads Managed File System

~ff
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Apply-able Transcript - Example

& Managed File System

Compares

' 1 Client’s Hard Disk




Apply-able Transcript - Example

& Managed File System

Client —
( =1 Client’s Hard Disk

w Creates Differences Description
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Apply-able Transcript - Example

& Applies differences to client HD

Client — /

( ll Client’s Hard Disk




Create-able Transcript

[J Additions on Client

® |s a transcript containing the additions on the
local client but not on the managed file system.

® [hese are the additions that must be created on
the deployed file system to match the client.

[J Used to create loadsets

® |ike OS Updates, software installs, printer
configurations, etc.
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Create-able Transcript - Example

Update client to managed state

Update Client
to

Managed State
(Discussed Early)
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Create-able Transcript - Example

Install “something” like software or OS update

«

Or modify “something” like config files, etc.

Client
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Create-able Transcript - Example

& Managed File System

Compares

' 1 Client’s Hard Disk




Create-able Transcript - Example

& Managed File System

Client —
( =1 Client’s Hard Disk

w Creates Differences Description
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Create-able Transcript - Example

/ Server

& Upload pertinent differences to server
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Radmind Tools

Description of the Tools




fsdiff

File System Differences

® [he primary radmind tool

® Compares the file system to a set of transcripts
described by a command file

® Produces the differences in the form of a transcript

® Never talks on the network

® Detects file system modifications (Tripwire)
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fsdiff - Example

® 00 Create-able Transcript

[clienti~] root# fzdiff -C -c shal -o Svardradminddclient, loadset.T HI

Create-able transcript named loadset.T

® O Apply-able Transcript

[clienti~] root# fediff -4 -o shal / = diffETEﬂEEE.TI

Apply-able transcript named differences.T




Icreate

[J loadset create

® Uploads a transcript and associated files to the

server
@ OO lerminal — tcsh (ttypl)
[client:~] root# loreote -h your.radmind.server Avar/rodmind/client/loodset. T E&

Uploads transcript loadset. T with associated files




lapply

[J Loadset Apply

® Modifies local file system as described by an
apply-able transcript

® Retrieves updated files as required from the

Server.
CHONE lapply using differences file

[client:~] root® lapply -h wour.radmind.zerver differences.T

lapply using pipe
[client:~] root# fadiff -A -c shal /A | lapply -h ynur.rndmind.ﬂerverl




ktcheck

LJ Command & transcript check

® Compares local command file and associated
transcripts with those stored on the server

® Retrieves updated command files and transcripts

from the server

® 00 ktcheck example

[Elienti~] rootd ktcheck -c shal -h FDUT.TUdNin.EEf?ErI




Icksum

[J Loadset checksum

® Verifies the checksum & size of files associated
with a transcript on the server.

® 06 Terminal — tcsh (ttypl)




Imerge

[J Loadset Merge

® Combines two or more transcripts and
corresponding files into one loadset

OO lerminal — tcsh (ttyp 1)

N N N

F A + F A — <A

it M VAV VY
loadset_update.T loadset.T loadset_new.T

Mac OS X 10.3.1 Update Mac OS X 10.3 Mac OS X 10.3.1




Radmind Tools
Overview of GUI




GUI Frontends

[J GUI Frontends available for Mac OS X
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Radmind Assistant

LJ Supports most options of CLI tools
® Updates Client
® Creates File System Descriptions
® Uses authentication & encryption
® Enables some automation options (update client)

® User Management
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Radmind Assistant

[J Updates Client
LJ Creates loadsets (baseload & overloads)

s L

Radmind Assistant; Update System

Welcome to the Radmind Updater m

" Update This Machine

Create New Radmind Loadset 1r3EC
Welcome to the Radmind Client Open Transcript Editor 36T
Updater. Open Server Manager {r3ES

Run Setup Steps

You will be guided through the steps
that will cause this client to match
the information from your Radmind
Server,

Go Back { Continue |
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Radmind Assistant

LJ Setup authorization & encryption

® Verify Server

® Verify Client and Server

) . Radmind Assistant: Security Preferences O
. (3 _ ] & gk
0 = @ L= e N

GCeneral | Security  Transcripts Automation User Management Advanced
v None

Verify Server
Verify Client and Server

S55L Authorization /Encryption: None v |

| Enable user authentication for loadset uploads

Username: Set Username |




Radmind Assistant

LJ Setup some automation options

® Scheduled - Periodic Radmind Sessions

® User Events - Login, Logout or continue
interrupted

- NaNE Radmind Assistant: Automation Preferences =
o~ .|I".:.'.1|. £ Pdl."", E .'.'..-u 5
i = ¢ Il e e

Ceneral Security Transcripts | Automation  User Management Advanced
Periodic Radmind Sessions

| Run a full Radmind session

User Events Triggering Radmind Sessions

' Run Radmind on logout if there are updates from the server
__ Run Radmind on login if user logging in is named "radmind"

_ Continue interrupted Radmind sessions on reboot

The Radmind automation scripts require iHook. | Download iHook |

Set Configuration
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Radmind Assistant

J User Management

® Creation of Home Folders
® Removal based on date & disk space used

e N Radmind Assistant; User Management Settings (]
e (@& : paoms, W 5
il = ¢ & TR ®

General Security Transcripts  Automation | User Management Advanced

| Automate creation and management of temporary users

Template User Name:

Delete used home folders:
If more than 24  hours have passed since last use.

If more than 75  percent of the disk is used.

Save User Management Settings
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Radmind Transcript Editor

LJ Used to edit file system descriptions
® Modify, Remove & Add ltems

_ enm0e & dock_admin.T D |

¢ O © W S

Convert infe Toggle Comment Delete Search

1 line
Line # Type | Path

f . /Users/mac/Library/Preferences/com.apple.dock.plis
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Radmind Transcript Editor

LJ Used to edit file system descriptions

® Edit owner & Group and Permissions
® Comment & Uncomment ltems

® Display/hide file system item details

coim.apple. dock. plisy inla
com.apple.dock.plist

com.apple.dock.plist Info _—

. Edit Permissions -2
com.apple.dock.plist
= Chwrer ?' Read ?'.‘;rum
Edit Owner and Group =
o] Read W t
Dithe _ | Read Wit ni t
Owner 1D: | 501 Change Chwner
Ay d
Set LD __5at CID 5
Lraup 1I0: 20 Change Group
Cictal Representat M 11
Appl
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Radmind Transcript Editor

LJ Used to edit file system descriptions

® Comment & Uncomment ltems

[~Na] d .
5 5 .‘. R
"j ﬂr” v ) _"' '
'I.:. |
" Rakil k_ad I
v e O € W G
T gl ."|'h-|--.-
Lire & Tyipe  Path
Un-comment © #1,jusers/maciLibrary /Preferences/com spple.dock.plist
Comment
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Radmind Transcript Editor

LJ Used to edit file system descriptions
® Display/hide file system item details

® 06 dock_admin.T =
'ZH{ %" : 0 "‘-i i Q.- Searcl
Save Convert Infe  Toggle Comment Delete Search
1 line
Line Type | Path

Full transcript line:
f Users/mac/Library/Preferences/com.apple dock.plist 0600 501
20 1034892080 22746 yiLOwEalaard0YelcQffaVvciaM=
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Radmind Transcript Editor

LJ Used to edit file system descriptions

® Searching based on multiple criteria
® Paths, Item Types, Owner & Group & Permissions

® |tems to be deleted or downloaded

| @0 C Advanced Search
v Matching Paths
Search term: | Matching ltem Types
: . o Matching Owners
Search for: Matching Paths =2

Matching Groups
Matching Permissions
items to be Deleted
Cancel {mq} items to be Downloaded

'Ignore Case When Searching For Matches.
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Radmind Transcript Editor

LJ Create individual file or dir. descriptions
® Fither directory or directory & contents

e 08 Untitled -

Search

Line # Type Path

What would you like to add to this transcript?

You can add only the directory, or the directory and its contents

| Cancel | (" Add D'_iTECTGI"',-' and Contents | § Add Directory 3




Radmind Server Manager

L Radmind Server Manager

® Comprised of three tools
® Configuration Editor
® Command File Editor

® |oadsets & Transcript Manager

QLER Window Help :
Radmind Configuration Editor O #ER
Command File Editor O K

Loadset and Transcript Manager 38T
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Configuration Editor

Bl Configuration Editor

® Add, remove client file system configurations
® Edit how to define client
® |P, wildcard, range, and SSL certificate

® Comment & Un-comment

066 Radmind Server Configuration Editor e |
T 6 (BN
e a— » @

Mew Client Delete Comment Refrash |

Client Identification Loadset

R R R F B o fr
* MMC v C]
i .

# MMC Presentation Macs

pres_mmc_open_ULabMin.K
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Command File Editor

[J Command File Editor

Manage individual client file system descriptions
Specify client file system description

Specify type of load (Positive, Negative or Special)
Add, remove or change ordering

1
@
o

P L [ Fiild Flis
Carmitidr
el 1 1 HLabMar & |
; -,
consult 1-3_10.2.6_ULab : M
e SRRt 4_1 b LIl absMi
coui sl T 10.2.6_4U F
comsubi i1 ULabidin E
i & i 1.1 LULabMi fiuled e
kiosk & 1] .
sk bdar Tl AT
Eiosk_r LabMer
(FE1 1§ T8 _Ti
klosk_ ated_LiLabMin. K '
ik I “ kios F d_fo
“1a 00 clyul 1 i A in K lal feibd
ab am i K 1 o
b _ (o] - .
ik AL &1




Radmind Server Manager

[J Loadsets & Transcript Manager
® Verifies & updates loadsets (checksum & file size)
® Merges loadsets (update + original = merged)
® Check In loadsets into production
® Delete or backup loadsets

W Radmind Loadsets =
= - & newly-uploaded loadset has been detected.
B (@) -~ g . :
E_ "-wi'l ﬁ w -.__u' Woald you e 1he Server Manager to check admim_foldes_sinscturs_admen. T ir
T1a]] Lsdare Li Bk Dl 87 REfrost “"-. your?
; Update and Chack in " S yarify and Checkiny
-
L
: P
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Questions & Answers?
Mastering Radmind & RsyncX
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File System Management
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Kevin Boyd
University of Michigan

Richard Glaser
The University of Utah

Macworld Conference & Expo, San Francisco
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