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Introduction

e A presentation covering:
- Radmind Basics & Overview
- U of U’s Deployment and Tips & Customizations

e More details will
be available:
- On handouts

- Radmind web site:
www.radmind.org

e Web Documentation: magosxiabs.org lr
- Will be available at: . g oo |
www.macosxlabs.org/ T i
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Who’s Developing it?

e Developed & supported by:

- Research Systems Unix Group (RSUG)
e At the University of Michigan
¢ radmind@umich.edu

- Includes:
e Technical support, questions and feature requests
¢ Mailing List — Archived & Searchable

UM
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Where to get it?

e Mac 0S X Installer
&
Source Code

e Radmind Assistant

e jHook
(not part of radmind)

Luppored Flaidsrme Fadenimad M

e www.radmind.org

Tues, Nov 19th, 2002 E]’macusxla bs.org Slide 4

Mac DS X Deploymant in Higher Education



P "y

imacosxlabs.org

Mac 05 X Deployment in Hinher Education

What is it?

Basic Introduction



Command Line Tools

e Suite of command line tools
- Both client & server tools
- Allows remotely managing multiple file systems

r@ 8 fj Radmind - Client Tools

[client: Ausr/local/bin] s

Foot owhes
root  wheel
root - whee|
3 Lekzum
3 boreate
4:53 Lfdirf

55 Imerge

root  wheel

root wheed

root - Wheel
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root  wheel 26644 Mow
Slocaldbin]
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i
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Graphical User Interface

- A Mac 0S X GUI is in development that offers
most of the functionality of the command line
tools on the client.

]
8 O Radmind Assistant. Update System | -I
'
PWelc ome
i 3 i £ e 0 Ragmbnd Assssia L]
®Check for Updates Chack with Serder fof Updates =SS e
Radmind Host | radmind.utah.edu wl
[
Fﬁ-—ﬂl I' |||||||||||||
Disable checksums Haster, less secure) =
N rEeT ind. ur
I|':-"{l'l.uhln:' checksums (slower, more secure) I
wilia=i glot f v
um 1 L1y, 0
n 3
hasrar
 Skip Go Back " Contmue 3 e R
&l lab
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Supported Platforms

- Can be used with any supported Unix
e Mac 0S X
e Solaris
* FreeBSD
e OpenBSD
e Linux

http:iwenw.freebsd.org

FreeBSD
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Mac OS X Requirements

- Requires Mac 0S X 10.1.3 or later

Tues, Nov 19th, 2002

| 8 About This Mac

X

Mac OS X

Wearsion 10.2.1

Memory: 1024 MB
Processors: Dual 1.2 CHz PowerPC G4

4 b
More Info...

™ & o Apple Computer, Inc. 1983-2002

>
macosxlabs.org

H
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How does it work?

Basic overview of server & client



Server - Communication

e Server handles communication
between itself and the client

* And file transfers | -

Mac Client Radmind Server
(radmind client tools) (radmind application)
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Server - File Storage

e The server stores the deployed client
file system descriptions & associated
files

Radmind Server Filewhd 'criptions

L
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Client Tools

e Scans local file system

e Uploads local file system descriptions & files

e Restores local file system

- Downloads required file system descriptions &
files

- Removes unneeded files
- Modifies attributes & permissions.

()
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Using It

Basic overview of the process
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Client

Creating a file system description




Client - Install Stuff

e First, install stuff...

(3] Install FooBar

Welcome to the FooBar Installer

& Introduction

select Destination FDOBEI"

Dontationware, send all your money to:

Jeve Stobs,
1 Infinity Loop
Cuperting, CA

This application does everything you could ever imagine, but
does nothing when you are outside of the distortion field!

()
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Client - Scan

e Next, scan client file system
e And save description

¥,  Applications
B _Acrobat Reader 5.0

. / [ Acrobat Reader 5.0
. ‘_ ¥ v " IMovie.app
p—— | ' ¥  Contents
| 1.Scan | .

o . s B \

" Info.plist
| MacO5Classic
2. Save " Pkginfo
description > Plug-1ns

® | | Resources
__ version.phist

(2 = iFhoto. app
" iTunes.app

. : Library
> Svitem
>
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154.7 MB
82 bytes
76.4 MB
23.0MB
23.0 MB

3.0 KB
1.9 MB
8 bytes

409.8 KB

20.7 MB

477 bytes
39.7 MB
15.5 MB
1.3 MB
2.0 MBE

root
root
root
root
rool
rool
rool
root
roct
roof
root
rood
root
root
ool

admin
admin
adrmin
adrmin
admm
adrmin
admun
admin
adrmin
admin
adrmin
admin
admmn
adrmn
wheel

drw X rwanr=x
“TWRIWX =X
drkrwsr-x
drwxrwsr-x
dirvwx i xr-x
=P =FW=F =~
drwxrwxr-x
- TWXE—X
drwxrwxr=x
e x raesr—x
=W ===~
drwxriesr=-x
drwxrwar=x
drexrdesr=x
drwvar=xr=x
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Client - Upload

¢ Then, read the description

e And upload the description & associated
files to server

description

L
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Client

Restoring a file system description




Client - Download

¢ First, it downloads description of deployed
file system.

- EEE=
Download =

descriptions _.f

L
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Client - Scan

e Next, it scans local file system

Applications 154.7 MB rootl admin  drwsrexr-x

E Acrobat Reader 5.0 87 bytes rool admin  -"WxIwar-x
Acrobat Reader 5.0 6.4 MB rool  admin  drsxrwxr=x

" iMovie . app 23.0ME root admin drwxrwxr=x

¥|  Contents 23.0ME ool admin  drwknuxr-x

" Info_plist JJOKB root admin  -rw-rw-r--

* o MacOsClassic 1.9ME root  admin  drexrwxr-x

" Prginlo 8 bytes rool  admin  =PaxOwEr=-x

- PMug-ins 409 8B KB root  admin  drwsrwxr-x

. Resources 20.7 MB rool  admin  drwxnavxr-x

" wversion.phst 477 bytes rool  admin  =rw-rw-r--

- iPhoto.app 39.7 MB root  Adrmun dnauxrwxnr=x

# " iTunes.app 155 ME rool  admin’ drwirwxr-x

» | o Library 1.3 MB rool  admin  drwxrwxr=x
> Systeém 20ME root  wheel drwir-xr-x

O
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Client - Compare

e Then, compares local hard disk with
deployed descriptions

e Creates a differences description

= Description of
. what hard disk

i

Tues, Nov 19th, 2002 imacosxlabs.org
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Client - Restore

e Downloads & removes files
and sets attributes & permissions

. 2. Request files 2
mmm—————————————;»- |

e

- — =

& 3. Files transtered
1. Read
description

i
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Why use it?

Benefits of Radmind



Network Usage

e Few files are transferred over
network for incremental updates

- Only needed files are downloaded

¢ Unlike ASR, which s I 1302 (D
is usually Setup to viarintoah D T=] | [Reveers o moes saey = & 4 Prvorium
transfer an entire
nard diskimage | i
every time, even if @ | e .
few updates are EO———
needed on the client. | eoionm e

T kR A e )
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Server Usage

e Minimizes server/network usage

- The client scans the hard disk locally,
doesn’t talk to server during scan

¢ Unlike Assimilator or RevRdist; which are
usually setup to compare the client hard disk
to server master over the network.

. Bringing disk up to date ...
% RevRdist please be patient.
{ Will shutdown when done. )

L
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Remote Administration

e Remotely control & distribute file
systems on multiple machines

ﬂ L

- Unlike tools like Carbon g R
Copy Cloner, which

requires a portable T —
hard disk to manually P —
clone each individual A
machine in a e
lab environment. ¢ o
Tues, Nov 19th, 2002 | Hh‘l acosxlabs.org Slide 27



DHCP not Required

o |[tis flexible, you just need an IP
address

* Doesn’t matterhow T .
it gets aSSiQHEd_ you have af a.;r.c..w-',pa--m_.m,._m.z-m...a...mI

8 o Sabworh imagpe Utility

......
"""""" ®  Merwork install
[EF]. & MRt
Empty Netwark inscall image
e 0 -
v Langusge: = Englih T

- Unlike tools, like
NetBoot, Netinstall —
that require DHCP to Pt [
operate. D) camra i G

| '.-'J
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Manage by Certificate

e Allows client verification B T ]

via SSL certificate.

e Nomadic Machines

- Laptops used in various locations,
like home & work, can be managed.

¢ [P Dynamic Assignments

- IP is completely irrelevant for client
identification.

()
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Software Management

e Tracks software & 0S installations

- Unlike other tools,

radmind has built-in v
support for tracking

- — . {
individual software : \; nsta

or 0S installations.

- And has built-insupport ° * ©°

for uploading & restoring 3. Save
individual software gescLEsy
or 0S installations. j

()
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Client Management

- One file on server to manage file systems
of multiple machines.

l‘jf‘.‘ -~ . \ i

(Photoshop, Maya, etc.)

_—

G graphics.K { i
. T 1=

e L

~ i k ”r—e-';-

Graphics La

e

L
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Client Management

- One file on server to manage file systems
of multiple machines.

(Office X, Web Browsers, etc.)

e aanieral. K >1 1
vvvvvvvvv -
o +0 o +0 0 .0
General Lab
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Transcript

e Transcript

- A description of the file system
- A list of files, directories, links.

- Includes attributes like size, permissions,
modification dates, checksums, etc.

8086 ¢ mmco-pos.T =
R f s || M T 03 E‘ @ Last S5aved: 11/07/02 10:09:32 PM
: TiLTIL 7iL *il Tl ¥ File Path: fprivate/var/radmind/client/mmco-pos.T
[ |
./ 1775 @ 2@ 1
a ./.05_Store @se6 5@ g6 1824356687 G242 OYeNMTHIRRZ9ujSLR1 AKUNIYED=
a W fMolumelcon, ichs Btd4 SE1 88 1823136652 57395 AxF3IRbbkwplgtbddi | szLc2MS0w= b |
a ./.hidden A4 a B 090454836 246 Zoex+HEQK tJMGs2 1HEmyY A tkaun=
d ./Applications BeYS 5] 2a
a ./Applications/.05_Stare @se6 5@ g8 1812332816 6242 VJILOgERWA KON i ZzYkS31 1 Kx LB0=
d ./Applications /Admin arsa 5@ ga
a «fApplicationsAdmin.05_5tore @sEe  SEd 80 1824431879 18338 B4EaHMGaYULSE i p/B1Reas+ Ayes=
4 FB 4 | F
“imacosxlabs.or :
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Transcript - File Kind

e Transcript
- A description of the file system
- A list of files, directories, links.

- Includes attributes like size, permissions,
modification date, checksum, etc.

File Kind - “a” applefile, “d” directory, “f” file, “I” link
080 ¢ mmco-pos.T =

R f = | | n Y 0 E‘ $ & Last S5aved: 11/07/02 10:09:32 PM
: TiLTIL 7iL *il Tl ¥ File Path: /private/var/radmind/client/mmco-pos.T

|
. 1775 @ 2@ 1
/.05 _Store @se6 5@ g6 1824356687 G242 OYe MTHIRRZOW] SLR1 AUKUMIYED=
SAuovolumelcon. ichs Btd4 SE1 88 1823136652 57395 AxF3IRbbkwplgtbddi | szLc2MS0w= b |
./ hidden A4 a @ 999454836 246 Zoex+HEQK tJMGs2 1HEmyY A tkaun=
fApplications 775 @ 26
Applications/ .05 _Store @se6 5@ g8 1812332816 6242 WJILOgEhwWA i KOni 22Vk531 | Kx LB0=
Applications Admin arsa 5@ ga
SApplications Adming .05 _5tore @sEe  SEd 80 1824431879 18338 B4EaHMGaYULSE i p/B1Reas+ Ayes=
4 FB 4 | F
[
2MAacosXiabps.or i
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Transcript - Location

e Transcript
- A description of the file system
- A list of files, directories, links.

- Includes attributes like size, permissions,
modification date, checksum, etc.

Location
e 0 ¢ mmco-pos.T =
R s || M T 03 E‘ $ & Last S5aved: 11/07/02 10:09:32 PM
: TiLTIL 7iL *il Tl ¥ File Path: fprivate/var/radmind/client/mmco-pos.T
[ |
H . 1775 & =le) 1
a |./.05_Store @es6 5@ g6 1824356687 G242 OYe MTHIRRZOW] SLR1 AUKUMIYED=
a Wfolumelcon. ichs Btd4 SE1 88 1823136652 57395 AxF3IRbbkwplgtbddi | szLc2MS0w= b |
a ./ .hidden EEN] a B 090454836 246 Zoex+HEQK tJMGs2 1HEmyY A tkaun=
d ./Applications BeYS 5] 2a
a ./Applications/.05_Stare @es6 5@ 86 1812323016 6242 VJILOgERWA KON i ZzYkS31 1 Kx LB0=
d ./Applications /Admin arsa 5@ ga
a «fApplicationsAdmin.05_5tore @sEe  SEd 80 1824431879 18338 B4EaHMGaYULSE i p/B1Reas+ Ayes=
4 | ¥ B 4 | F
_--'-I I h
(o=
u!l‘ﬂﬂﬂﬂsx 40DS5.0r i
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Transcript - Permissions

e Transcript

- A description of the file system
- A list of files, directories, links.

- Includes attributes like size, permissions,
modification date, checksum, etc.

Permissions
8086 ¢ mmco-pos.T =
R f s || M T 03 E‘ @ Last S5aved: 11/07/02 10:09:32 PM
: TiLTIL 7iL *il Tl ¥ File Path: fprivate/var/radmind/client/mmco-pos.T
|
./ 1705 @ 2@ 1
a ./.05_Store @666 | 5@ g6 1824356687 G242 OYeNMTHIRRZ9ujSLR1 AKUNIYED=
a W fMolumelcon, ichs Btd4 SE1 88 1823136652 57395 AxF3IRbbkwplgtbddi | szLc2MS0w= b |
a ./.hidden A4 a @ 9994540836 246 Zoex+HEQK tJMGs2 1HEmyY A tkaun=
d ./Applications BeYS 5] 2a
a ./Applications/.05_Stare @se6 5@ g8 1812332816 6242 WJLOgERWA i KOn i Z=Yk532 1 | Kx LB0=
d ./Applications /Admin arsa 5@ ga
a «fApplicationsAdmin.05_5tore @sEe  SEd 80 1824431879 18338 B4EaHMGaYULSE i p/B1Reas+ Ayes=
4 FB 4 | F
“imacosxlabs.or :
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Transcript - Owner

e Transcript
- A description of the file system
- A list of files, directories, links.

- Includes attributes like size, permissions,
modification date, checksum, etc.

Owner
8086 ¢Immco-pos.T =
R f s || M T 03 E‘ $ & st Saved: 11/07/02 10:09:32 PM
: TiLTIL 7iL *il Tl ¥ le Path: fprivate/var/radmind/client/mmco-pos.T
[ |
./ 1775 B 2@ 1
a ./.05_Store @ss6 | 5@ g6 1824356687 G242 OYe MTHIRRZOW] SLR1 AUKUMIYED=
a W fMolumelcon, ichs Btd4 SE1 88 1823136652 57395 AxF3IRbbkwplgtbddi | szLc2MS0w= b |
a ./ .hidden EEN] a B 090454836 246 Zoex+HEQK tJMGs2 1HEmyY A tkaun=
d ./Applications BeYS 5] 2a
a ./Applications/.05_Stare @se6 5@ 86 1812323016 6242 VJILOgERWA KON i ZzYkS31 1 Kx LB0=
d ./Applications /Admin arsa 5@ ga
a «fApplicationsAdmin.05_5tore @sEe  SEd 80 1824431879 18338 B4EaHMGaYULSE i p/B1Reas+ Ayes=
4 | ¥ B 4 | F
_--'-I I h
(o=
u!l‘ﬂﬂﬂﬂﬁx 40DS5.0r i
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Transcript - Group

e Transcript
- A description of the file system
- A list of files, directories, links.

- Includes attributes like size, permissions,
modification date, checksum, etc.

Group
8086 ¢ mmcq-pos.T =
R f s || M T 03 E‘ $ & Last Saged: 11,/07/02 10:09:32 PM
: TiLTIL 7iL *il Tl ¥ File PatQ: /private/var/radmind/client/mmco-pos.T
[ |
./ 1775 @ 1
a ./.05 Store BEEG 5B [99]1824356667 6242 OVe AMTMIRRZOUjSLR1 /UKUNJVED=
a W fMolumelcon, ichs Btd4 SE1 88 1823136652 57395 AxF3IRbbkwplgtbddi | szLc2MS0w= b |
a ./.hidden a444 8 A 000464836 246 Zoex+HEQK tJMGs2 1HEmyY A tkaun=
d ./Applications BeYS 5] 2a
a ./Applications /.05 _Store @aEes Sel 2@ 1813382616 6242 WJLOgEhwA i KORi ZzYkS2 1 | Kx LB0=
d ./Applications /Admin arsa 5@ ga
a «fApplicationsAdmin.05_5tore @sEe  SEd 80 1824431879 18338 B4EaHMGaYULSE i p/B1Reas+ Ayes=
4 | ¥ B 4 | F
_--'-I I h
(o=
u|macusx 40DS5.0r i
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Transcript - Modified

e Transcript
- A description of the file system
- A list of files, directories, links.

- Includes attributes like size, permissions,
modification date, checksum, etc.

Modification Date

8086 ¢ mmco-pos =
R f s || M T 03 E‘ $ & Last Saved: LQ07/02 10:09:32 PM
: TiLTIL 7iL *il Tl ¥ File Path: /prigate /var/radmind/client/mmco-pos.T
|
./ 1775 @ 2@ 1
a ./.05_Store @es6 5@ 86 1824356687 G242 OYe MTHIRRZOW] SLR1 AUKUMIYED=
a W fMolumelcon, ichs Btd4 SE1 g8 1823136652 57395 AxF3IRbbkwplgtbddi | szLc2MS0w= b |
a ./ .hidden EEN] a @ 9994540836 246 Zoex+HEQK tJMGs2 1HEmyY A tkaun=
d ./Applications BeYS 5] 2a
a ./Applications/.05_Stare @se6 5@ 86 1812323016 6242 VJILOgERWA KON i ZzYkS31 1 Kx LB0=
d ./Applications /Admin arsa 5@ ga
a «fApplicationsAdmin.05_5tore @sEe  SEd 80 1824431879 18338 B4EaHMGaYULSE i p/B1Reas+ Ayes=
4 | ¥ B 4 | F
_-'.-I I h
es
u|macusx 4DS5.0r i
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Transcript - Size

e Transcript
- A description of the file system
- A list of files, directories, links.

- Includes attributes like size, permissions,
modification date, checksum, etc.

Size
8086 ¢ mmco-pos.T =
R f s || M T 03 E‘ $ & Last Saved: 11/07/02 10:0p:32 PM
: TiLTIL 7iL *il Tl ¥ File Path: fprivate/var/radnffind/client/mmco-pos.T
[ |
./ 1775 @ 2@ 1
a ./.05_Store @es6 5@ g6 1824356687 G242 | Ove M THIRRZOW] SLR1 AUKUMIYE0=
a W fMolumelcon, ichs Btd4 SE1 88 1823136652 57395 AxF3IRbbkwplgtbddi | szLc2MS0w= b |
a ./ .hidden EEN] a B 090454836 246 Zoex+HEQK tJMGs2 1HEmyY A tkaun=
d ./Applications BeYS 5] 2a
a ./Applications/.05_Stare @se6 5@ 86 1812323016 6242 VJILOgERWA KON i ZzYkS31 1 Kx LB0=
d ./Applications /Admin arsa 5@ ga
a «fApplicationsAdmin.05_5tore @sEe  SEd 80 1824431879 18338 B4EaHMGaYULSE i p/B1Reas+ Ayes=
4 | ¥ B 4 | F
_--'-I I h
(o=
ulmacusx 40DS5.0r i
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Transcript - Checksum

e Transcript
- A description of the file system
- A list of files, directories, links.

- Includes attributes like size, permissions,
modification date, checksum, etc.

Checksum
8086 ¢ mmco-pos.T =
R f s || M T 03 E‘ $ & Last S5aved: 11/07/02 10:09:32 PM
: TiLTIL 7iL *il Tl ¥ File Path: fprivate /var/radmind/client/mmcg-pos.T
[ |
./ 1775 @ 2@ 1
a ./.05_Store @es6 5@ g6 1824356687 f242 |[0ve ATHIRRZAU | SLR1 AIKUNIYE0=]
a W fMolumelcon, ichs Btd4 SE1 88 1823136652 57395 AxF3IRbbkwplgtbddi | szLc2MS0w= b |
a ./ .hidden EEN] a B 090454836 246 Zoex+HEQK tJMGs2 1HEmyY A tkaun=
d ./Applications BeYS 5] 2a
a ./Applications/.05_Stare @se6 5@ 86 1812323016 6242 VJILOgERWA KON i ZzYkS31 1 Kx LB0=
d ./Applications /Admin arsa 5@ ga
a «fApplicationsAdmin.05_5tore @sEe  SEd 80 1824431879 18338 B4EaHMGaYULSE i p/B1Reas+ Ayes=
4 | ¥ B 4 | F
_--'-I I h
(o=
u!l‘ﬂﬂﬂﬂﬁx 40DS5.0r i
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Positive Transcript

e Lists file system descriptions like files,

irectories, links, etc. that must exist and

match all attributes.
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Negative Transcript

o Lists file system description that must exist, but
only some attributes are checked

e For example, if a directory is listed in a negative
transcript, it will check its UID, GID and permissions,
but will not read the directory itself.

r!_jl;_l"j & i i-ner M |

- Analogous to
using “AiSu” -t
parameter } e A
with RevRdist L T S

Wi
LR il e
Fric o]
=
H7a
-
&7 - T sl
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Loadset

e Can be defined as a transcript and its associated
files.

e These are smaller loadsets that can be individual 0S
or software installs, OS or software updates, admin
modifications, or lab or group customizations, etc.

Transcript
‘BO 5 & gronnin_ 1.5.1.7

.
=

’ gy e o0 i Mo 1A Nl :

1 U i ] r rore . i L P I L i TR =} .

T Ty I T = g PO e iorw WS g I8 TR Eoal T icilee il WL

i i o B L -ca b e Sroee it 1] hi.=. o a = Ll | ] =i o I

Fy ey sy’ Sy e i m. ¥ s B B 1 e Ao Birvkn 1 Ao | R sgm i B | T W s T L | Tl s a1

1, Aipary rk i e T, o Uikl 5, 0 dop Ko Serks Moo B0 0 n |

PRy ity mpy’ S gy i - gt N s | g A My e 0 b - - 9 IR PTG s L | AR |

f w1 Ceem Sy i 1. s T [ gwin BUE o5 0 o A S b WPl [T T § oo Pl T LS Ol S, =

R Ty S S Ty 3 T L T = T - (] ¥ |

i s i i i 1 P K gwni Bl 2 g A Wi b i o T =] B T Rl S Sk B e L e Pl |

Y Ty Ty T b e Bt 148 5.4 Crmrn Db E 8 | opp o aen b Mepsargae Mg i, Lpra] 0736 581 i {

P ool Smas (g | ot Lo “Trovs LR B, o TR T W o ST e T T mfald Imfatr g BT . 1] 2 TR 0 | Wi, | o T g

Associated Files

abe Applicatkons
3 wems; %83 CB awallables
Hame .
CronmX 1.5.1
' Lrommi 1.5 1
B

s HRElEasE Motes.riid

()
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Base Load

A base load is the primary file system
loadset, usually a large transcript &
associated files. A base load could be:

- Mac 0S X
- Mac 0S X and default applications

- Or the entire client file system deployment
¢ Including Mac 0S X
e Applications
e Admin Modifications
(users & groups, directory setup, scripts, etc.)

()
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Base Load - Example

Base Load

'

Mac 05 X 10.2 Mac 0S X 10.2.1 Office X
Transcript + Update + Transcript
Transcript
/% L '3
Mac 05 X 10.2 Mac 0S X 10.2.1 Office X
Files Update Files

Files
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Base Load at the U of U u

¢ Originally we had a base load that contained,;

the 0S, our admin modifications, and global
distributed applications.

e Currently, we are using a more granular &
flexible deployment, where the base load is
only the 0S, and our admin modifications,
individual application installs, lab or group
customizations are separate over loads.

()
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Over Load

e An over load is a smaller additional loadset
used with the base load for the machine
deployed file system.

L
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Over Load - Example

Overload(s)

O\

Mac 0S X 10.2 Mac 05 X 10.2.1 Gffice X

Transcript I Update Transoript
Transcript I

g g
W §

&
N [ A
Mac 0S X 10.2 Mac 05 X 10.2.1 -

Files Update Fites
Fiies
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Command File

e Command file (the machine loadset)

- A list containing the names of the base load and
additional overloads.

86086 ] machine_loadset.K -
[ #] f_ - 1 Tnllm |l |a]llm] Last Saved: 11/08. ..
o | 1=l | 1< [ =] | [ =] W2 ;
:£| | |Cl_": | | :__.! | s [ 'Q_I @ File Path: fUs. . set.k .
| A=
p os_macosx_18.2_basea.T
p os_macosx_18.2.1 _update.T
appoffice—_18,1.8,T
ﬁ os_macosx_18.2_baze_neq.T
Rl&) >/
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Command File - Base Load

e Command file (the machine loadset)

- A list containing the names of the base load and
additional overloads.

86886 @machme_lﬂaaset.ﬂ —

o | AIIF & m ]| |]1, i':'v ® By LastSaved: 11/08...

File Path: /Us.. set.K
é o gsomacosx 8.2 bass T
oS _macosw_TH.Z. T apdate.T (Base Load)

18.1.8.T
booocromanosxl 10, F o barareg . T |

Mac 0S X 10.2
Transcript

1=

Mac 0S X 10.2
Files
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Command File - Over Load

e Command file (the machine loadset)

- A list containing the names of the base load and
additional overloads.

-

86886 @machme_lﬂaaset.ﬂ —

I T : = Last Saved: 11/08. ..
Fll8z](m I | /B3] |6 f
¥ ﬁ . | il ot 5 S5 £ S Y i O @ File Path: /Us.. set.K
. 168.2_b T ™
ju] QS _MACOsx_ . ase .,
S [ oz mocom 8.2, 1 update, ] | (Over Load)

appoffice—_18,1.8,T
ﬁ os_macosx_18.2_baze_neq.T

Mac 0S X 10.2.1
Update
Transcript

Mac 0S X 10.2.1
Update
Files
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Command File - Over Load

e Command file (the machine loadset)

- A list containing the names of the base load and
additional overloads.

E 3
o686 #] machine_loadset.K =
[ = z ' : - Last Saved: 11/08. ..
f de B, I | FE3 |63 g
¥ ﬁ . | il ot 5 S5 £ S Y i O @ File Path: /Us.. set.K
Office X
Transcript

{ -
\ p os_macosx_18.2_base.T
p os_macosx_18.2.1 _update.T
e mpelaffice o d0 1 BT | (Over Load)

b o=s_macosx_18.2_base_neqg.T

| <« <P
\ \ e e — -

J

Office X
Files
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Command File - Precedence

e Command file (the machine loadset)

- Transcripts are listed in order of precedence,
from lowest to highest

- If the same file is listed in two different
transcripts the last transcript in the command

file is used. =
__ﬁ 06 @machine loadset.K =

g |2 ]] ISEEas Last Saved: 11/08...
o | | | | || | g | | | 1)1 X
:£| | |a a3 N o | :__.! e L !.Q_I @ File Path: /Us.. set.K .

Lowest é p os_macosx_18.2_basea.T =
u]

os_macosx_18.2 .1 _update.T
appoffice—_18,1.8,T

H ig hest q ﬁu os_macosx_18.2_base_neg.T

: - E 4 __f,
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Apply-able Transcript

e Apply-able Transcript

- Is a transcript containing the differences
between the deployed & client file system.

= Deployed
- These are the changes - File Systm
1. Compare
that must be applied >
to the client for it to u B Client
s File System

match the deployed 12 e
file system

| .
- Used to restore client

3. Changes that must be applied
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Create-able Transcript

e Create-able Transcript

- Is a transcript containing the additions on the
client not on the deployed file system.

.~ Deployed
_ File System

1. Compare &
.

- These are the 4 -
changes that |
must be created 5 . o
on the deployed |

file system to
match the client. ]ﬁ

Client

lz- Differences s | ile System

3. Changes that must be created

- Used to create loadset

i
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Checksum

® Checksum

- Is an computed value which depends on the
contents of a file and the formula used to
compute this value.

- Radmind can use checksums to provide more
accuracy and security when checking the client’s
file system and comparing it to machine loadset.

- This helps protect against file corruption or
hacked files, if other file attributes like file size
and modification date don’t get changed.

()
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Radmind Tools

Brief description of each tool



fsdiff ( File System Differences)

e The primary radmind tool

e Compares the file system to a set of transcripts
described by a command file

¢ Produces the differences in the form of a transcript
e Never talks on the network
@0

) Create-able Transcript

Apply-able Transcript
[client:~] root# fediff -4 -c shal / = differences .TI
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Icreate (loadset create)

e Uploads a transcript and associated files to
the server

® 06 Terminal — tcsh (ttypl)

[client:~] root# lcreate -h wour.radmind.server .-"'-.-'I:Jr.-"run:lrnir'uj.-"n::liE=r'|1:..-"ln:u:Jn:J:E:E:t..TI 5

-

L 2. Upload files

— !
1. Read =
description

»' loadset.T

your.radmind.server
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lapply (loadset apply)

e Changes local file system as described by an
apply-able transcript

e Retrieves updated files as required from the server

® 06 lapply using differences file

[client:~] root# lapply -h wour.radmind.server differences.T

@006 lapply using pipe

[client:~] root# f=diff -A -c shal /| lapply -h ymur.rudmind.aerverl
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ktcheck (command & transcript check)

e Compares local command file and associated
transcripts with those stored on the server

e Retrieves updated command files and transcripts
from the server

® 06 kicheck example

[client:~] root# ktcheck -c shal -h yﬂur.rudmind.aerverl

"o [—
~ Downioad ~

O+ 9 descriptions
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Icksum (loadset checksum)

¢ Verifies the checksum and size of files
associated with a transcript on the server

®O06 Terminal — tcsh (ttypl)
_E
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Imerge (loadset merge)

e Combines two or more transcripts and
corresponding files into one loadset

® 06 Terminal — tcsh (ttypl)

[zerver:/var/radmind/transcript] root# lmerge loadset_update.T loadset.T lnudaet_new.Tl

T ———
S 7 S 7 \"‘
X X X

loadset.T loadset_update.T loadset_new.T
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Journal

University of Utah - Ramind Integration



U of U Journal

e First stage (June ‘02)

- Mac0S X 10.1.5 ot
e Larger Base Load ;-:
- Mac 0S X ST\t

- Admin Mods

- Default Apps

e Fewer overloads |

- Radmind 0.6
- Kiosks

.
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U of U Journal

e Second stage (July ‘02)
- Added authentication

- Deployed
e Teaching lab

e Student labs

e Staff machines

()
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U of U Journal

e Third stage (Oct ‘02)
- Mac 0S X 10.2.1

e Smaller & more specific
base load

e More granular
loadsets

- Radmind 0.9.1
- Kiosks

P
Y Y .

e Totals
- Managed with radmind: 150
- Very little local maintenance

LK )
Tues, Nov 19th, 2002 Elmacosxlahs.nrg
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When to run?

Options for running radmind on the client



Every Logout - Modify ttys

e Modify ttys file located in /etc

- Change:
"/System/Library/CoreServices/loginwindow.app/loginwindow”
- To:

"/System/Library/CoreServices/loginwindow.app/loginwindow
-LogoutHook /ect/logout.hook™

L
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Every Logout - Config iHook

e [nstall iHook

- GUI for command
line executables

- It’s Customizable

e Layout TR '
e Background graphic =Ine
® Progress bar X :
e Radmind script e —
- MOdlfy pl‘OVided SCI'ipt Performing Maintenance
* Add your setup info WL e
e Make sure it is user executable / —~ | ;
- Move .. .. . !
e /etc/logout.hook o
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Other Logout Options

e Staggered logouts

- During time period

¢ If logout occurs between “time x” & “time y” run
radmind

- Every X number of logouts
¢ On the tenth logout run radmind

- Less time consuming & more user friendly
e Users don’t wait as often to login to a Mac
e One option in a busy lab

()
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Manually

e Can be launched from icon

. Dis p I ays d ia I 0 g wa rn i n g Warning: Run maintenance?
use r A You will be logged out and this

computer will be restarted. This will
take several minutes. Are you sure you
want to continue?

'TNGTZHE@"'

W — s ' B sy

Performing Maintenance
Thia ]

meohing |8 (Empararity sul of sasvios

¢ Runs radmind B e

e Logs out

e e

()
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Login

¢ Create a radmind user

¢ LoginHook checks for specific user
¢ Runs radmind if that user logs in

WY unvmsiry o Lo & Student Computing Labds R e Vv ‘ - BE g Srchent omputng sk
ONID LOGIN REQUIRED "3 11

""' lr.m -m u

& MacOSX = it

QUESTIONS OR PROBLEMS? Please go to the service counter
or vislt http:/ fwww.scl.utah.edufauth

E':Iw-_;g;-g e T i T T Y
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Scheduled

e Cron executes script ges

¢ |[f userlogged in

- Open AppleScript
warning user

i': ATTENEIDn

S Codmputer 15 scheduled to nun

This
. Resta rt maintenance at 4,29, You will be logged

out and this computer will be restarted
Mainfenance will Lake deverd] minules

¢ Run radmind ¢ ox )
at startup — * —

Pnrfﬂrmlng intenance
This mephing & Iempararily Sul of ssvios

™| SRS Seewsmes smmi i § G e
o M e pad prrmen e g e i

22 e

()
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Single User mode

e Tell radmind to run *after* network loads
- Useful if machine doesn’t fully boot

StorageB laB la/Maxtor 9864302Hed i/ I0App lePart it ionSchene MHac0S5aEs
ESD root: di: 5, major 14, minor &
devfs on Sdew
Mow 11 16:17:3 mach_init[£]: Started with wid=8
Singleuser boot —- f=sck not  done
Root device iz mounted read-only

want to make modifications to files,

"Yebindmount —uw/ !

Welocome !
sh-2.Ad4a# runRadming

Thiz mac will reboot and run radmind. Are wou sure? Yes

Javing statusz...
Febooting. ..
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Catch Force Restart

¢ Will continue running at startup until
completed.
- Prevent user from bypassing radmind execution
- Power failures during execution, etc.

-— = Sy e ———

S—— -~ Performing Maintenance
- i & af

Performing Maintenance Thin e -
- ey ket o N s oo -
i - = # ' # !
‘i Q & ‘ w e
W T e
i '.-'J
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Network-based

e SSH

- Admin SSH’s to clients
and runs radmind

e Web Server

- Regular cron job curls a web page
¢ If webpage contains machine identifier, run radmind

- Allows lab faculty & staff to remotely run
radmind

- Does not require SSH to be enabled

Tues, Nov 19th, 2002 d macosxlabs.org Slide 79

Mac 03 X Deolovimant in Higher Education



G
“macosxliabs.org

Mac 05 X Deployment in Hinher Education

Customizing Scripts

Enhancing tools with scripts



Customized Scripts

e More efficient
- Why type this:

fsdiff -c shal -C / > /var/ramind/overload.T
Icreate -c sha1l -h your.radmind.server /var/radmind/overload.T

If you can type:
createPosTranscript overload.T
uploadOverload overload.T

- Combine tool commands like:
ktcheck -c shal -h your.radmind.server
fsdiff -A -c sha1l > differences.T
lapply -c shal -h your.radmind.server differences.T

Into a custom script:
prepForOverload

>
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Customized Scripts - Speech

e Use speech or sound on custom scripts

osascript —e ‘say “c

- Use with tools to notify completion like:

e Scanning file system with fsdiff

e Changing client file system with lapply

e Uploading overload with Icreate

¢ Verifying & moving overload with Icksum & mv

()
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Customized Scripts - Backup

e Backup

- Create custom script to verify, move & backup
loadsets

- Create a backups or old folder for loadsets:
e /var/radmind/transcripts
e /var/radmind/files

@00  Terminal —tcsh (typl) (@060  Terminal —tecsh (itypl)

[zerver svarradmind transcript] rootd ls -1
h ,

Jheel B Mow
Jhee | B Moy

[zerver svar/radnind/transcript] root# I [server ivarsradnindf1ile] root#

i
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Completion Status

Notification options for status



Visual Radmind Status

- Gives status to lab

staff & users "___;_:;;" ;-__-,
- Useful when there —— =mmm
is an important e
update or problem :
““};*
e System Menu —e
- Menuversum uNID LOGIN REQUIRED
Mac OS X
e
e Login Panel
fSneoVE 2002 “/macosxlabs.org
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Remote Radmind status

f 806 cmac-4, 5:00 PM, Radmind Status

e Email 7] 22 [jot| " Fachming Status ] =

From: cmac-4 <cmac-4&10.0.1.1=
To: admin@&admin. yourschool edn

e Database oo st oo

I last ran rachnind 11582002 at2:13:29 P;I-.-:q L

® SS H Facdmind was successiul anc took 431 seconds.
o Etc.
E'I o Tl [STFLTHRT ] iyl ASud] i

A o el I i s EH Ha Lk T e Prich Blenaage
ik Sl e

T IS S eR3=4Y N
¢l @l ook #H1 ey,

|= =i LR

4
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Initial Installer

e |nstall base 0S 8
- Imaging Software
- Install CD

¢ Run Initial Installer
and restart

- Requires no other
installs

e Then radmind
updates client
- Will continue

running even if
restarted

mintroduriean

Install Radmind Initkal installer §.9.1

Welcome o the RBadmind Initial Installer (09,1
lledoen rurrendg e inmiader, go hess sepa
1. Maka pare Pus Wac bas TCPWP selup §nd woming

2. Make s B P or esinama of e Mac (e lised in B coalg e o
P fmilmihd s

3. Parfinps L STngy seer of

This installgr dosps ngt isgues e clienl radmingd ool B be nstalied
Afar ingisling his. malan and raderend well nin autormas ey & siani

F il wanl s fop dmang e nihning al slafeg. unconnac] s
Eiemaees cable mnd wail o e seromnel  Thas evainlber digabees
mi b kagmn

F afsr reslaming o racrmenag windosw DopE Wi snd Oiaoosan
Inpalisddy, il 8 BOCELSD fadmind [Riked Crsck AoniogamiagorLiog or
Pl wiveny bng B b prodalily B reteecrr, e 1P oA Bidi mac, o 9 sniemi
ordlg, comvraind oF ranscripl Wes

Lontines

- Runs without risk of being used or compromised

>
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Custom “please wait” “

e Big and obvious (to most users ;-)
e Covers login panel when running at startup

e Prevents users
from logging in

N ey o v FL g et Computreg Late

and using apps Performing Maintenance
. Prevents users This machine is temporarily out of service

from force quitting G oot cenact el piases move 1o soosies sompure. .1.)
e Uses iHook to Z

display graphic

and other GUI

()
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When we run radmind u

e When a specific user 10gs in = o

uNID LOGIN REQUIRED

e With cron, @ sy
- every 3rd day i
between 1 am-6am

- Load balanced

- Re gu la rIy pus hes out Mmoo Vil it
updates “o

e Manually
- Logs out & runs radmind

¢ Single User mode
- If it won’t boot to GUI

()
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Custom System Menu “

e Green lcon :
|/ MH10.2 4 Wed 4:43:06 PM

- No problems w/
radmind S

e “MH” - cron days T e s s s
- Monday & Thursday _____z___h_:__,

e “10.2” date last ran el

¢ Useful when Mac i Sk
logged in S

- Usually visible
- Versus Apple Menu, Dock or Desktop

()
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Custom system menu u

e Red Icon
- Problems 7! IMH10.2 € Wed 4:44:25 PM
= “!” isaCOde : Ui—-.ll—-ll_-_ :
e type of problem sEes
- Other codes ) TR
e CN e
- e o
HuﬂSK\-.IH.I
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Custom login panel “

¢ Green lcon

Bl vvemer o6 Vo F L St Computing Lase

- No problems uNID LOGIN REQUIRED
Pl LI |

WS” - cron days Mac OS X

- Wednesday/Saturday vl P
* “9,28” date last ran
e Useful when Mac "”‘“'“"’;‘?:‘.:’.f?.:t‘.ﬁﬂi‘._‘f..?:’..':L.':‘f.::.’h

logged out

- Usually visible L':J W59.28

¢ Unless off or sleeping
()
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Custom login panel “

¢ Red Icon
Bl vevemerr or U Sy Snemnt Computing Lase
- Problems uNID LOGIN REQUIRED
e Example of problems: © Mac OS X
- Mac was off when

uMNIDH @
scheduled to run

- Admin broke scripts e
- Admin broke loadset e
- Server not found
- Radmind bug

|7 wsa.25
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Radmind Status Database

e Server se0

- FileMakerPro = Bt =

._.ﬁ

L 1
1 11
= 3 {|
Helrridwer |
X T i i
. 7 . 3 + ' {|
] 11
Mac DS mame Daiw Time Fram  Msssage ::
1

: § 2932 FEedming Sancess b toral
-4 snignlas ulah sy 1 TBRN0R Flas=iut "_‘::‘. 'I:h_:|:-\..:r|.:-.-hl il Aok 4% 1l TR ::

(] - -
. I Ie nt i a8 ikl ulah gy 1 LALEO02 .':MI i "":!""‘-'::ﬂﬂ:-_ll.-:!.-;:.:ul wafiil anil Wk 457 el e :|
‘ |
T - S a1 1| SN o Andsiad meccaiaful and Wook 456, 1086l e 1
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Tips

Tips & suggestions for using radmind



Tips = File Naming
- Use prefix on loadset hames:

e 0s- For 0S installs, updates, etc.

e admin - For administrative
scripts/modifications

e app - For applications
e cron - For cron jobs
e special - For group/lab customization

- Makes it easier to track & update loadsets

()
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Tips = BBEdit Setup

e To use BBEdit with Radmind

- Modify preference for Text File:Saving select:
e “Force New Line at End” and “Unix linefeeds”

80 BEEdit Preferences
These settings control BEEQit s behavior when saving Revert Save
text documents.

HTML Colors A E‘l Force Mew Line at End
HTML Markup Default Line Breaks:

HTML Palette - =

HTML Preview —/ Macintosh

HTML Tools ® Unix

HEML Wk Sits _ DOSjwindows
Languages = = =

Software Update 'F“ _ Use Unicode Line Breaks
Spelling b ] Make Backup Before Saving
Startup @ -

State b - Use Document's Folder
Status Bar i  Use Falder:

Foxx Losars ! inone selected) Set..
Text Editing |

Text Files: Opening |

Text Files: Saving :

Text Printing

Text Search !

Tools s

Windows X

()
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Tips - Pico

e Pico will hard wrap like “Wu Tang Clan”

- Even if you use option -w with it will sometimes wrap
radmind transcript files.
- It might be better to NOT to use pico
¢ |f you want a GUI use BBEdit
e |f you want to use a ’real” Unix text editor use vi or emacs.

o 00 e Pk rryml

e
PIrI
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Tips - Command File Renaming

e Command file downloaded from server is renamed
to “command.K” on client

- Server command file can be specifically named something
like “kiosk.K”

- But will always be named “command.K” on client

O —
= .

" : B 3
_— o, |

cofimand.K KioskK

>
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Tips - Examine .pkg installers

e To help track and compare software installs to the
radmind transcript.

e |tis sometimes useful to use a utility like Pacifist

that will allow you to extract and view package
installers.

<
Fairbaa

| '.-'J
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Summary

e Handouts available
- Radmind presentation
- Detailed Description
- RSUG - Mac 0S X Tutorial
- RSUG - TLS Cookbook
- Radmind Tools Man Pages

- Web page will be available in near future.
e www.macosxlabs.org/documentation/documentation.html

L
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Q&A

Thanks for your time & attention



